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PREFACE

This study examines the costs and implications of hardware thefts for
U.S. high-technology firms, focusing on manufacturers and distribu-
tors of computers, semiconductors, hard disk drives, and cellular
telephones. The report is likely to be of interest to high-technology
managers, security professionals, policymakers, and law enforce-
ment officials.
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EXECUTIVE SUMMARY

OVERVIEW

Many high-technology hardware products are attractive targets of
opportunity for thieves. Although some observers of the high-tech
electronics industry believe that thefts of such products are signifi-
cant, empirical evidence indicating the magnitude of the problem
has been lacking.

The International Electronics Security Group (IESG), a consortium of
high-technology electronics industry security executives from the
computer, semiconductor, hard disk storage, and related industries,
and the American Electronics Association (AEA), the 3,000 member
grassroots high-technology trade group that spans the industry,
asked RAND to undertake a study of this problem, to estimate the
resulting magnitude of industry and societal losses, and to provide
recommendations on possible strategies for meeting the challenge
posed by high-technology hardware theft. Thus, the purpose of this
report is to document the results of our study, which addressed four
principal questions:

1. What are the total direct losses to high-technology industry that
are attributable to theft of high-technology merchandise?

2. In addition to these direct losses, what other costs are being in-
curred at the firm, industry, and societal level as a result of high-
technology hardware theft?

3. To what extent have past security measures succeeded?
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4. Given the costs and burden of high-technology hardware theft,
what cost-effective policy actions should be considered by firms,
industry as a whole, law enforcement organizations, and policy-
makers?

Our results rely on an incident-level data collection tool, the Theft
Incident Reporting System (TIRS), which was designed to facilitate
the standardized reporting of data on incidents and costs of theft.
TIRS reports, obtained over a nine-month reporting period from
firms representing 40 percent of sales volume in the computer, semi-
conductor, hard disk drive, and cellular phone industries, laid the
foundation for the analyses that projected total direct and indirect
losses. Though additional, potential losses were not considered, be-
cause of the limited scope of the study and the availability of data,
our estimate is that total direct and indirect losses due to theft from
manufacturers and distributors sum to over $1 billion annually. In
addition, thefts from customers could cost U.S. based manufacturers
an additional $4 billion a year. Thus, total direct and indirect losses
could exceed $5 billion annually, amounting to roughly 2 percent of
industry sales.

This report describes our study methods and explains the compo-
nents of our total cost estimate. In addition, it documents patterns
of theft showing that high-margin firms and their high-margin prod-
ucts are disproportionately victimized because of the added vulner-
ability of their products. It also discusses the fact that there have
been recent reductions in theft rates and reportedly successful col-
laboration between industry and law enforcement, suggesting that
there are high economic returns to security investments and private-
public interventions to mitigate theft consequences at the firm, in-
dustry, and societal levels.

STUDY METHODS

Several research methods were employed in conducting this study.
First, 95 firms with U.S.-based operations were surveyed between
September 1997 and June 1998 to collect information on their theft
experiences. (Appendix A describes our data collection protocols
and TIRS instrument.) These 95 companies represent approximately
40 percent of the sales volume for the four high-tech industries we
studied. Next, econometric methodologies were utilized to identify
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important patterns in the data and provide estimates for the whole
high-tech hardware industry, including companies that did not par-
ticipate in the survey. Simulation models were developed to assess
the likely magnitude of indirect costs, including security expenses,
the value of lost (or displaced) sales, and the costs of market adjust-
ments made in response to the increased cost of doing business.
These models also enabled us to assess costs in terms of who bears
them—the victimized company, other firms in the industry, or cus-
tomers. Finally, in-depth case study interviews were conducted with
nine firms and with law enforcement officials. These interviews
provided valuable insights on the role and contribution of interven-
tions tried by the firms and law enforcement partners.

SUMMARY OF FINDINGS
Direct Costs of Hardware Theft Are Almost $250 Million

Based on TIRS data provided by surveyed firms, the estimated an-
nual high-tech hardware loss amounts to almost $250 million in di-
rect replacement costs. This loss represents only about one-tenth of
1 percent (0.1 percent) of sales revenue. Most of the lost dollars
(almost 80 percent) result from a small number (less than 5 percent)
of incidents involving thefts of merchandise worth more than
$100,000. Over 70 percent of the reported losses occurred while
product was in transit.

The hardware losses of individual firms appear to vary predictably
with market conditions. On average, losses are almost directly pro-
portional to the total cost of goods sold. However, losses for high-
margin firms (and, by implication, high-margin products) are much
higher. When other factors are held constant, high-end products,
such as workstations, are also more likely to be stolen. This suggests
that new, state-of-the-art products in high demand are particularly
vulnerable.

Magnitude of Indirect Losses Exceeds That of Direct Losses by
a Factor Greater Than Five

Although the direct losses associated with high-tech hardware theft
may seem trivial, on average, they represent only the tip of the ice-
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berg. Indirect costs, which include expensive theft-reduction strate-
gies, lost sales, and other market adjustments, can dwarf direct costs.
An illustrative example of a representative firm facing moderate
competition and earning average profit margins is presented in Fig-
ure S.1. If such a firm experiences hardware losses valued at $1 mil-
lion, its indirect losses, including increased security investments and
lost sales, would total an additional $1.8 million. Also, sales would be
displaced from other firms, amounting to another $1.0 million in loss
to the industry at large. Finally, customers would suffer losses total-
ing $2.4 million as firms raise prices in reaction to the higher cost of
doing business. For this example, total costs to society are over six
times the original hardware cost. For the products that are most
likely to be the preferred targets of thieves, these other costs can be
even higher. Although precise estimates are not possible, the indi-
rect costs of theft from manufacturers and distributors could total
over $1 billion.

[A Indirect Costs to Consumers
(Higher Prices)
[] indirect Costs to Industry $4.0
(Lost Sales)
Il 'ndirect Costs to Firm
(Security, Lost Sales) $3.0
] Direct Costs (Value of
Hardware)

Figure S.1—An Ilustrative Example of Indirect Costs of Hardware Theft
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Industry Losses Include Cost of Thefts from Business
Customers

Products stolen from customers rather than from the high-tech
hardware firms themselves can also have a large impact on the bot-
tom line of manufacturers. If customers react to the expected prob-
abilities of theft by reducing their willingness to pay for products,
much of the cost will be passed on to manufacturers. On the basis of
the incidence of theft from the corporate and administrative offices
of our sample firms, we estimate that at least $4 billion of high-tech
goods in use may be stolen from U.S. industry as a whole on an an-
nual basis. And this dollar figure may understate the problem, since
it includes only U.S. based companies and property stolen from
nonbusiness customers.

Total Losses Could Exceed $5 Billion

The sum of the direct and indirect losses exceeds $5 billion, repre-
senting about 2 percent of industry revenues and a much higher per-
centage of net income. And it is essential to note that we have not
considered several other, possibly important losses. No data were
available on losses from retail outlets or on potentially significant
second-order effects—i.e., those associated with business disrup-
tions and loss of valuable data or work product. These effects, which
may be particularly pronounced for computers taken from business
locations nationwide, could dramatically inflate the measure of eco-
nomic costs, many of which would be passed on to the high-tech in-
dustries.

Industry and Customers Share the Price of High-Tech Losses

When stolen product flows into markets served by victimized firms,
the result is large losses because of displaced sales. These losses are
only partially borne by the firm actually losing the hardware, how-
ever: the smaller the market share of the victimized firm, the more
likely that stolen equipment will displace sales of the victimized
firm’s competitors. Also, in response to the increased costs of doing
business (due to security investments and anticipated hardware
losses), firms will change the prices at which they sell product and
buy components. As a result, their suppliers and customers will bear
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a portion of the total costs. In many situations likely to prevail in the
high-tech industries we studied, these costs of doing business are
considerable and can exceed the size of the direct cost by a multiple
of two or three depending on the prevailing sales margins and degree
of competition.

Firms Don’t Have the Correct Incentives to Invest in Security
Measures

As illustrated in Figure S.1, the external costs—those borne by the
competitors, suppliers, and customers of the victimized firms—can
represent a significant portion of the total costs of high-tech hard-
ware theft. Depending on the underlying technological and market
circumstances, they can range from 40 to 75 percent of the total cost.
This implies that individual firms will not always have appropriate
incentives to invest in security measures that could potentially help
the industry and society at large. For example, for a company with a
small market share, the return on an investment in security may not
exceed investment costs at this level. Given that many firms will not
have incentives to increase security individually, collective industry
actions whereby everyone increases security may be necessary.

There Has Been a Significant Decline in Hardware Theft

Based on data gathered via a supplemental mail survey of a subset of
the largest firms participating in TIRS, we found that direct hardware
losses have declined dramatically since 1996. This decline was at
least 50 percent and may have been as high as 75 percent. Many
firms made significant investments in private security measures over
this time period, and, although causation is hard to establish, firms
that increased their security budgets the most over this period also
experienced the greatest declines in stolen hardware. The data are
certainly consistent with the conclusion that these security invest-
ments had very high returns. However, successful interventions on
the part of the public law enforcement community likely played a
parallel role. Another potential contributor to recent declines may
be changing market conditions, such as increased competition and
lower margins in the industries we studied. Significant shifts in
supply-and-demand ratios have occurred for some products (e.g.,
memory chips) in recent years.
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POLICY IMPLICATIONS FOR FIRMS, INDUSTRY, AND THE
PUBLIC SECTOR

Recent security measures adopted by individual firms appear to have
earned very high returns. Even if one ignores the indirect costs and
second-order effects, firms appear to earn more than a dollar for
each additional dollar they spend on security. Thus, it appears that
more investments are warranted. For the future, the largest payoff
seems to be associated with being able to better anticipate the vul-
nerability of products (e.g., new, state-of-the-art, high-margin goods)
to theft and with devising targeted prevention measures. Also, there
is currently a shortage of (complete) information about the costs and
implications of overseas losses, inventory variances, warranty fraud,
and counterfeiting. These could be fruitful areas for improved loss
reporting, further study, and future intervention.

Our analysis suggests that a large portion of the total costs of hard-
ware theft are not borne by the victimized firm. Rather, much of the
cost is passed on to other firms and customers. This suggests a larger
role for collective action on the part of the industry and public sector.
Current industry initiatives (such as the Technology Asset Protection
Association) focusing on standards for shipping freight are good ex-
amples. Additional collaboration on serialization and “poison cook-
ies” that help identify and disable stolen property would help ad-
dress the significant costs stemming from the theft of final product
from the offices and facilities of final business customers. Finally,
society could well benefit from additional efforts that facilitate in-
formation exchanges between industry and law enforcement agen-
cies and increased collaboration in tracking the threat, anticipating
the most likely future targets, and combining resources to mount an
even more effective campaign against high-tech hardware thieves.
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Chapter One
INTRODUCTION

BACKGROUND

The computer, semiconductor, hard disk drive, and cellular
telephone industries are among the key industries in the high-
technology sector of the U.S. economy. The demand for products
from these industries has grown remarkably over the last decade,’
arguably providing one of the principal sources of fuel for the U.S.
macroeconomic engine:

* Between 1990 and 1997, the value of U.S. shipments of comput-
ers and related equipment worldwide is estimated to have in-
creased from $154.8 to $235.5 billion, and U.S. consumption of
comguters is estimated to have increased from $50.4 to $94.9 bil-
lion.

e The U.S. computer equipment industry, furthermore, is esti-
mated to be responsible for nearly three-fourths of the world-
wide computer market through its global operations.® In 1997

10ne widely cited estimate is that the computer and semiconductor industries have
grown at an average annual rate of 17 percent per year.

2The American Electronics Association (1997) recently estimated that U.S. high-tech
industry accounts for 6.2 percent of gross domestic product (GDP), 4.3 million jobs,
including 1.9 million manufacturing jobs, and over $150 billion in exports, making it a
main driver of U.S. economic growth.

3171, 1998, pp. 63, 6.
4Benner, 1997.
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alone, the U.S. is estimated to have exported $22.6 billion in
computers and related equipment, and $18.2 billion in parts.

¢ During the same period, U.S. market consumptlon of hard disk
drives grew from an estimated $14.1 to $17.0 billion.”

* The worldwide market in semiconductors grew from an estl-
mated $50.5 billion in 1990 to more than $137.2 billion in 1997.°

e  Between 1988 and 1995, the estimated number of cellular sub-
scribers increased by over 1500 percent, from 2.1 million to
about 33.8 million.

The growing demand for these and related high-tech products has
provided a host of attractive new targets of opportunity for criminals.
The industries we studied produce high-tech hardware products—
computers, semiconductors, hard disk drives, cellular phones, and
other components—that are valuable, compact, and easy to trans-
port. For example, a suitcase of microprocessors is worth more than
an equivalent volume of cocaine, is more difficult to trace than cash,
and is not a felony to have in one’s possession. The criminal activity
associated with these high-tech items, which involves dishonest
employees, organized crime, urban gangs, and quasi-legitimate dis-
tributors, is believed by some industry observers to total billions of
dollars.” Not surprisingly, the companies that manufacture and dis-
tribute these products probably bear the greatest losses. We thus fo-
cused our analysis on these manufacturing and distributing firms.?

Decisionmakers in industry and the government are grappling with
the implications of this form of high-tech crime and have lacked key
information on the scope and magnitude of the problem. Estimates
of industry-wide losses are largely based on anecdote rather than
data, and systematic attempts to gather data on the scale and nature
of the problem to date have failed.

5Benner, p. 69.

6Semiconductor Industry Association, World Semiconductor Trade Statistics, global
billings report history.

"For example, see Goodfriend and Wilkins, 1996.

8Although theft of these products is likely to plague retailers as well, we were unable to
obtain data on such incidents.
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The International Electronics Security Group (IESG), a consortium of
high-technology electronics industry security executives from the
computer, semiconductor, hard disk storage, and related industries,
and the American Electronics Association (AEA) asked RAND to un-
dertake a study of this problem, to estimate the resulting magnitude
of industry and societal losses, and to provide recommendations on
possible strategies for meeting the challenge posed by high-tech
product theft. Thus, the purpose of this report is to document the re-
sults of our study, which addressed four principal questions:

1. What are the total direct losses to high-technology industry that
are attributable to theft of high-technology merchandise?

2. In addition to these direct losses, what other costs are being in-
curred at the firm, industry, and societal level as a result of high-
technology hardware theft?

3. To what extent have past security measures succeeded?

4. Given the costs and burden of high-technology hardware theft,
what cost-effective policy actions should be considered by firms,
industry as a whole, law enforcement organizations, and policy-
makers?

THE MANY DIMENSIONS OF HIGH-TECH HARDWARE
THEFT

Many aspects of high-tech hardware theft were considered in our in-
vestigation. We considered different types of incidents, such as
thefts from warehouses and manufacturing facilities. Some of these
thefts were armed robberies; others can be characterized as
“disappearing” inventory. We also considered incidents that took
place while product was in transit, including violent truck hijackings
and packages that failed to reach the final destination for unknown
reasons. We also gathered and evaluated data describing thefts from
corporate offices. In this case we focused primarily on thefts from
the offices of hardware producers and distributors, although we be-
lieve that these experiences also shed light on thefts from the offices
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of other business customers. We did not consider thefts from non-
business or residential customers or from retail outlets.’

Hardware thefts create multiple levels of costs, all of which we con-
sidered. In addition to the direct costs of replacing stolen equip-
ment, there are other, indirect market effects. Of these, we evaluated
the increased costs of security, lost/displaced sales (i.e., those that
are lost when potential customers purchase gray or black market
goods), and the economic consequences of market adjustments such
as the price increases that inevitably occur. We also considered a
number of second-order effects even though we were unable to
provide quantitative estimates of their importance. These include
disruptions in business, delayed shipments, and production stop-
pages. Other second-order effects include the cost of servicing in-
valid warranties on stolen equipment that may have been damaged
or installed improperly.

The important question of who bears the cost of high-tech product
theft was also investigated. Although victimized firms bear the cost
of replacing stolen equipment and have to pay for their own invest-
ments in security, they normally adjust their prices to pass on a por-
tion of this burden to suppliers and final customers. In addition,
while the targeted firm may experience displaced sales because of
theft, so too may that firm’s competitors: the person who purchases
a new computer advertised in the local newspaper at a bargain price
may have otherwise purchased a competitor’s brand through normal
channels.

METHOD
Our approach to the problem entailed

¢ Conducting an initial round of interviews with firms in different
high-tech hardware industries to clarify the range and scope of
questions and issues that needed to be addressed or considered,
and to identify potential sources of data.

YEfforts to recruit participation of several retail outlets were not successful.
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e Collecting revenue and market data on principal U.S. high-tech
industries—computers, hard disk drives, semiconductors
{particularly microprocessors and computer memories), cellular
telephones/personal communication systems (PCS), and dis-
tributors of these products.

* Designing and fielding a Web-based survey instrument—the
Theft Incident Reporting System (TIRS)—to a sampling of firms
that represented approximately 40 percent of U.S. high-tech in-
dustry sales revenue. (Appendix A describes our data collection
instrument, sample, and protocols.)

* Collecting nine months’ worth of data (October 1997 through
June 1998) on individual firms’ high-tech theft experiences using
TIRS.

* Collecting relevant revenue and other financial data, as well as
market size, share, and other industry data for reporting firms.

* Conducting a series of in-depth case studies with nine represen-
tative firms.

* Interviewing representatives from selected law enforcement
agencies.

¢ Conducting quarterly audits of TIRS data.

e Fielding a final mail questionnaire to participating firms to col-
lect data that would sharpen our ability to interpret the TIRS data

properly.

» Using statistical models to identify systematic patterns in the
reported losses and to generate a reliable estimate of total
industrywide high-tech theft losses.

* Using economic market simulation models to assess the indirect
costs to firms, industry, and society as a whole.

ORGANIZATION OF THIS REPORT

Chapter Two provides our estimate of annual total direct losses at-
tributable to high-tech hardware theft from manufacturers and dis-
tributors of computers, semiconductors, hard disk drives, and cellu-
lar telephones. It also reports the results of statistical analyses
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designed to describe systematic patterns in the loss experiences of
firms. Chapter Three turns to the question of the indirect costs of
theft, including security investments, lost sales, and market adjust-
ments. We also consider the importance of losses from business
customers of high-tech manufacturers. This chapter concludes with
a discussion of the more significant second-order effects identified
by participating firms. In Chapter Four, we consider recent declines
in the magnitude of hardware thefts and assess the probable role of
security investments in causing the observed trends. We conclude,
in Chapter Five, with a discussion of policy implications from the
perspective of individual firms, industry as a whole, and the public
sector.



Chapter Two

THE DIRECT COSTS OF HIGH-TECH
HARDWARE THEFT

This chapter presents our findings regarding the direct costs to firms
of replacing high-technology hardware stolen from manufacturers
and distributors. The chapter begins with a description of our esti-
mate of direct losses, follows that with a description of key patterns
in the loss data, and then analyzes factors that can predict the level of
losses experienced by individual firms.

ESTIMATE OF INDUSTRY DIRECT LOSSES

Between October 1997 and June 1998, our sample of 95 participating
firms reported a total of 1,704 theft incidents for a total direct loss
value of $34.7 million. To obtain an estimate of annual industry
losses, we made several adjustments to the sample data:

e corrections for underreported or missing information,
e projections for nonparticipating firms, and

¢ extrapolation for a complete calendar year.

On numerous occasions, participating firms reported that incident
data were incomplete. In some cases, firms admitted that certain
classes of thefts, such as low-value incidents and international losses,
were not recorded by security. In such cases, we filled in missing
data based on the firms’ reported estimates of the shortfalls. On av-
erage, firms estimated that 44 percent of total losses were not re-
ported through TIRS. In other cases, merchandise losses (number of
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units, type of equipment) were reported, but no dollar value for the
replacement cost (production or wholesale price) was given. We
multiplied the number of units reported stolen by the average per-
unit value reported by other firms to gain an estimate of the dollar
loss.

As indicated earlier, the 95 participating firms had total sales repre-
senting approximately 40 percent of aggregate revenues for the com-
puter, semiconductor, hard drive, and cell telephone industries.
Sample losses, adjusted for the missing and incomplete data defi-
ciencies described above, were scaled up by industry, under the as-
sumption that nonparticipating firms had the same theft experience
(per unit of sales) as those contributing actual loss data.’

Finally, since data were collected for only nine months, we multi-
plied all numbers by 4/3 to obtain annual estimates. Since we ob-
served no seasonal patterns (holding sales constant) over the fourth
quarter of 1997 and the first two quarters of 1998, we assumed that
the third quarter was similar to the other three in terms of theft rates.

The above calculations led to an annual loss estimate for the re-
placement cost of stolen hardware of $247 million.? This represents
only about 0.1 percent (one-tenth of 1 percent) of total industry rev-
enues. Since some of these losses are multiplicative, this figure un-
derstates the economic significance of direct hardware losses. For
example, semiconductors and hard drives are components of the fi-
nal computer products. To the extent that component theft affects

'We have no reason to believe that the sample of participating firms is
unrepresentative of the larger industry. For example, IBM was one of the largest
nonparticipants. Based on our extrapolation methodology, we project that IBM
suffered between $20 and $30 million in direct losses during the 12 month period
ending in September 1998. According to public statements by IBM representatives,
actual losses for 1997 fell within that range.

2Participating firms reported $34.7 million in losses. On average, firms reported that
this represented about 56 percent of their actual experience. These firms represented
37 percent of the relevant industry segment. To illustrate, 34.7/(.56 x .37) times 1.33 =
$223 million. We did this calculation for each quarter, using individual firm estimates
of underreporting to obtain the $247 million figure. Although comparable data on all
losses do not exist, our data for in-transit thefts in California can be compared with
information provided by the California Highway Patrol, “Cargo Theft Summary Data
for the Period,” August 1998. The CHP data indicate $18 million in cargo thefts during
the 12 month period ending in September 1998. Using TIRS data, we estimate the loss
to be $23 million based on reported hijackings in California.
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costs (and therefore prices) in the final computer market, these
losses need to be compounded (along with wholesale and retail theft
rates) to assess the overall economic impact. However, even tripling
the small fraction represents a small fraction of the affected sectors.

KEY PATTERNS IN THE LOSS DATA

Armed with company-level data losses, we were able to perform a
more detailed analysis of the high-tech industry’s theft experience.
We present here information on the patterns of losses among firms
reporting their losses to TIRS, categorizing the losses by, for example,
value per incident, product type, theft incident scenario, and theft
location in the firm’s manufacturing cycle.

Losses by Value

One view frequently encountered in press reporting on high-tech
hardware theft is that the value of the average theft is quite high, of-
ten characterized as being in the hundreds of thousands of dollars.’
The TIRS data reflect a somewhat different picture.

The total losses reported to TIRS amounted to $34.7 million from
1,704 incidents, for an average (mean) value of about $20,000 per in-
cident. Looking at the frequency with which the various losses oc-
curred, however, suggests a much lower value for the median inci-
dent.

Figure 2.1 presents data on the percentages of theft incidents and
losses by loss value. As can be seen, the most common thefts
(accounting for 80 percent of the theft incidents but only 6 percent of
the total losses) are those with a loss value of less than $5,000, which
means that the typical (median) theft is only about $2,000.* How-
ever, the figure also shows that it is the high-value incidents that ac-

3The FBI has estimated the average cost of a high-tech crime at $450,000. Mello (1997)
reported that, according to the Technology Theft Prevention Foundation, a nonprofit
group founded by insurance giant Chubb, of Warren, New Jersey, the average loss
from a computer hardware theft is $750,000.

“The median is the value at the 50th percentile of the distribution, which means an
equal number of cases were higher and lower than this value.
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Figure 2.1—Distribution of Incidents and Losses by Value

count for the majority share of total losses: while only 4 percent of
the incidents involved losses of $100,000 or more, this 4 percent ac-
counted for over 60 percent of total company losses. Thus, while the
average high-tech hardware theft is probably in the low thousands of
dollars, it is the high-value thefts that dominate overall company
losses.” The implication of this finding is that firms should focus on
finding ways to reduce these low-probability but high-value thefts.

Losses by Product Category

We also sought to understand how losses were distributed among the
various intermediate and final products that flow through the high-
tech industry. As shown in Table 2.1, the four types of products that

5As will be seen below, cargo thefts of high-tech products typically involve larger
losses than do cargo thefts of non-high-technology products.
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were the principal focus of this study—computers, semiconductors,
hard disk drives, and cellular telephones—accounted for almost 90
percent of the hardware losses that were reported in TIRS.®

As the table shows,

» Semiconductors were the target of thefts in 10.7 percent of the
incidents but accounted for 24.0 percent of the value. Most of

Table 2.1
Incidents and Losses by Product Category

Product Category % Incidents % Losses
Semiconductors (all types) 10.7 24.0
of which:
Microprocessors 6.3 12.8
Computer memory 4.0 8.6
Other semiconductors 0.4 2.6
Handheld cellular/PCS/pagers 4.2 21.3
Computers (all types) 44.0 26.8
of which:
Microcomputers/PCs 3.8 8.3
Laptop/notebook/palmtop PCs 31.8 9.0
Desktop workstations 7.2 5.3
Network file servers 0.6 4.0
Other computers 0.6 0.2
Hard disk drives 329 16.0
Other final products 8.2 11.9

SOURCE: Theft Incident Reporting System.

63ee Appendix A for the complete merchandise code list of product categories.
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the semiconductor losses were attributable to microprocessors
(12.8 percent) and computer memory (8.6 percent); other semi-
conductors accounted for only 2.6 percent.

* Handheld cellular telephones, PCS, and pagers were involved in
only 4.2 percent of the incidents but accounted for a total of 21.3
percent of the losses.

* Computers of all kinds were targeted in about 44 percent of the
incidents and accounted for 26.8 percent of the losses, with
portable computers being the most frequently targeted type of
computer.

* Hard disk drives were targeted in 32.9 percent of the incidents
and accounted for 16.0 percent of the losses.

¢ Other final products, such as printers and other peripheral
hardware, represented 11.9 percent of lost value.

Taken together, these findings suggest that computers (primarily
portable computers) and hard disk drives are the most frequently
targeted high-tech hardware, but that semiconductors and cellular
telephones and other personal communication devices are account-
ing for the largest value share of losses among TIRS-participating
companies.

Thefts by Incident Scenario

Another view of high-tech hardware theft is provided by looking at
theft incidents by type of crime. Table 2.2 breaks reported losses out
by incident scenario.

As shown in the table, most of the reported theft incidents were
simple property crimes of various types—simple theft, burglary, and
inventory shrinkage. These accounted for 60.7 percent of the total
incidents and 56.1 percent of the losses whose theft scenarios were
reported. Thus, these should be viewed as lower-bound estimates.
However, for many of the incidents, no scenario was reported.

While armed robbery and hijacking were rare, they accounted for
total losses that were out of proportion to their share of incidents.
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Table 2.2

Incidents and Losses by Incident Scenario

Scenario Type % Incidents % Losses
Theft (without break-in or force) 55.7 45.4
Burglary 4.1 10.2
Attempted burglary 0.2 —
Shrinkage/inventory loss 0.7 0.5
Armed robbery 0.2 3.0
Attempted armed robbery 0.1 —
Hijacking 15 17.9

SOURCE: Theft Incident Reporting System.
NOTE: Percentages do not add to 100 due to missing data.

For example, there were only four armed robberies (about 0.2 per-
cent of the total incidents), but they yielded for the perpetrators a to-
tal of $1 million, or about 3 percent of the total reported losses.
Hijackings, which accounted for about 1.5 percent of the total inci-
dents, also accounted for 17.9 percent of the total theft losses.

Geographic Patterns

We now turn to the geographic patterning in theft losses. The data
reported to TIRS suggest that three-quarters of the incidents and
about half of the hardware losses occurred in the United States (see
Table 2.3).

The data in the table suggest that

e The United States and Europe are the regions accounting for the
greatest share of theft incidents and losses, in part at least be-
cause they are the largest consumers of high-tech products.

» By comparison, other parts of the western hemisphere (Canada
and Latin America) and Asia account for a much smaller share of
the reported losses, only a little over 7 percent.

» The “other” category, we believe, may be due to the vagaries of
locating where losses occur when product is being shipped be-
tween continents.
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Table 2.3

Incidents and Losses by Geographic Region

Region % Incidents % Losses
United States 73.3 50.4
Europe 7.4 30.7
Other western hemisphere 1.7 4.1
Asia 2.9 3.0
Other 7.9 7.6
Unknown 4.5 4.0

SOURCE: Theft Incident Reporting System.

However, the proportions accounted for by non-U.S. losses could in
fact be somewhat larger than shown, because the probability that
small losses will be underreported appears to be higher for foreign
than for U.S. locations. For some companies, underreporting stems
from the fact that foreign operations enjoy a fair degree of autonomy
from corporate headquarters and thus are not required to report all
losses to corporate security managers. For other companies, inci-
dent reporting systems in the U.S. facilities are not in place in over-
seas operations. As a result, we expect that the information on for-
eign losses is less reliable and that such losses might constitute an
even larger percentage than is suggested by the raw TIRS data.”

Location of Thefts

We also collected data enabling us to understand where thefts were
occurring in firms’ production and distribution processes. As shown
in Table 2.4, “in transit” was the most commonly reported theft loca-
tion in the manufacturing and distribution process, accounting for
fully 59.5 percent of the total reported losses. If one ignores incidents
for which the theft scenario is unknown, this figure rises to about
71.6 percent.

"For a report suggesting that thieves are more active abroad because of U.S. law
enforcement’s. effectiveness, see “High Tech Thieves Head to Greener Pasture:
Europe,” EETimes, May 22, 1996.
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Table 2.4

Incidents and Losses by Location in Manufacturing Cycle

% Unadj.
Location % Incidents Losses
In transit 42.6 58.8
Corporate/administration area 26.1 8.6
Company manufacture/assembly area 7.8 4.8
Company warehouse/inventory 2.0 4.5
Company loading, distribution, traffic 1.3 1.5
Company other property 2.0 0.4
Subcontractor facility 0.2 0.5
Unreported/missing 18.0 20.9

SOURCE: Theft Incident Reporting System.

PREDICTING COMPANY LOSS EXPERIENCES

We conducted an econometric analysis of the quarterly losses re-
ported by participating firms to look for systematic patterns in the
data. (See Appendix C, where the results are summarized in Table
C.1.) The estimated model linked aggregate losses by firm by quarter
with a set of potential predictors, including the cost of goods sold,
the firms’ net profit margins, and variables measuring the percent-
ages of firm revenue attributed to sales of workstations, hard drives,
cellular phones, and semiconductors.

The results of the analysis indicate that expected losses expand
nearly in direct proportion to the total volume of wholesale value, all
things held equal. For example, a 100 percent increase in the cost of
goods leads to a 94 percent increase in losses. High-margin firms
(and products) are also more vulnerable. The estimates indicate that
for a firm earning margins 20 percentage points higher than those of
another firm (as in the case of manufacturers of microprocessors ver-
sus manufacturers of hard disk drives), expected losses would nor-
mally be 76 percent. Thus, since new, state-of-the-art products can
have margins that are even higher, the loss experience could be three
or four times higher for products that are in the greatest demand.

The estimates also indicate that high-end equipment is especially
vulnerable. Workstation producers suffer losses triple those of low-
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end PC producers (holding other factors constant), and hard drive
producers also suffer higher losses. In contrast, cellular phone and
semiconductor producers have lower theft rates. Other models that
included quarterly indicator variables indicate that seasonal effects
are not pronounced when seasonal variation in revenues is con-
trolled for. Most systematic variations are due to typical fluctuations
in sales and net income, which have a seasonal pattern.



Chapter Three

THE INDIRECT COSTS OF HIGH-TECH
HARDWARE THEFT

The total cost of replacing hardware stolen from high-technology
manufacturers and distributors was estimated to be almost $250
million annually. However, this tabulation ignores the additional
costs that are borne by the victimized firm and its competitors,
suppliers, and customers. These indirect costs can be placed in the
following categories:

e displaced demand (lost sales) that occurs when potential cus-
tomers acquire stolen equipment through the gray or black mar-
ket,

e security investments by firms to avoid and investigate theft and
insurance,

e costs stemming from pricing increases as firms act to pass higher
costs on to customers,

e market consequences borne by manufacturers when final prod-
ucts are stolen from their customers, and

e second-order, or side, effects that occur when goods are stolen.

For the first four categories—displaced demand, security invest-
ments, pricing adjustments, and market consequences—we assessed
their importance using simulation models. We concluded that these
indirect costs are substantial. For the last category—second-order
effects—no data were readily available for evaluating the magnitude
of the associated costs. We thus evaluated their possible importance
on the basis of our interviews and available survey data.

17
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DISPLACED DEMAND, OR LOST SALES

In addition to incurring cost increases, firms can expect to lose sales
as a result of hardware theft. Stolen goods end up in the hands of
firms or private individuals that might otherwise have been willing to
purchase the product through normal channels. The degree to
which this is true depends on the particular product, the demand for
that product, and the market that ends up receiving stolen property.1
Although stolen items may not be viewed as perfect substitutes for
product sold through legitimate channels, some significant degree of
displacement is probable. Security officials reported that much
stolen product ends up being resold via traditional distribution
channels or by retail outlets that compete with those acquiring prod-
ucts directly from manufacturers.

When demand displacement occurs, firms lose more than just the
cost of replacing the stolen items. They also lose the opportunity to
earn profits on the sale of the product. When net margins are high,
as they often are for the favored targets of opportunity for thieves,
this loss can be considerable.

It is important to note that lost sales may be suffered not only by the
firm directly victimized. When firms sell products that are viewed as
substitutes for each other, all firms can lose sales when stolen prod-
uct becomes available to some market segment. For example, a low-
priced computer made available through the gray market might well
draw business away from other computer manufacturers. The de-
gree to which lost sales are suffered by the victimized firm as op-
posed to the rest of the industry segment depends, in large part, on
the degree to which products are similar and whether relevant mar-
kets are highly concentrated. For a dominant firm in the micropro-
cessor industry, a hardware loss will primarily displace sales of that
firm. For firms in more competitive industries, such as those that
produce disk drives or computers, demand displacement will be
spread across many competitors. The result in this latter case is that
a large portion of the indirect costs of theft from a particular firm are
borne by other firms in the industry.

IThe roles of product demand and the nature of end markets are explored in Ap-
pendix B.
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SECURITY INVESTMENTS AND INSURANCE

The threat of high-tech hardware theft induces firms to invest in se-
curity measures designed to reduce losses. Company initiatives that
we observed include the hardening of facilities via capital improve-
ments and the hiring of armed escorts. Some firms have changed
their human resources practices, using more stringent processes for
personnel screening and background investigations. Other compa-
nies have become more active in the quality assurance of freight
forwarders and in negotiating more-secure methods for shipping
product. Many of the largest firms regularly conduct their own
investigations in support of the efforts of local, state, and federal law
enforcement officials. Based on our survey of firms participating in
TIRS, security expenditures directly attributable to the reduction of
high-tech hardware theft currently total approximately $300 million
per year, less than one-third of total losses.?

Firms have changed their business operations in a variety of other
ways in response to high-tech hardware theft. For example, many
firms use more-discreet packaging so that valuable contents are not
readily identifiable by thieves. Other companies have instituted
more-careful controls to reduce shrinkage. Although such changes
are not reflected as line items in security budgets, they clearly in-
crease the expense of conducting business and should be part of the
overall accounting of the costs of hardware theft. Some of these se-
curity costs can be viewed as fixed investments (such as the harden-
ing of capital assets), while others (such as the use of inventory con-
trols) increase the marginal or per-unit cost of doing business.

In our final mail questionnaire (see Appendix A), we asked firms
about their insurance coverage for losses due to hardware theft. We
found that many firms were self-insured. Many others had high de-
ductibles or liability limits. Even in cases where there was applicable
insurance, premiums were adjusted annually based on theft experi-
ence. On average, firms received reimbursements summing to only
25 percent of the lost value in merchandise. Of course, there is no
reimbursement for indirect costs.

’In Chapter Four, we present additional detail about the kinds of security measures
firms have adopted and offer some evidence concerning the return on these
investments.
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PRICING INCREASES DUE TO INCREASED COSTS

Firms that are potential victims of hardware theft face higher costs of
producing and distributing their products. This is because a certain
percentage of output will be lost to thieves, and because security
measures and other operational changes in response to increased
threats increase the marginal cost of production for each unit of
product that makes it to the final market. In such circumstances,
firms confront the same incentives facing any business that endures
a cost increase. That is, depending on market conditions, they pass
some of the cost on to consumers in the form of price increases. In
addition, they adjust their demand for inputs to reflect the higher
cost of doing business. For example, higher costs incurred by a
computer manufacturer will partially end up as a higher price for
computers and also as a lower price for computer components, such
as microprocessors. In other words, a portion, but not all, of the
hardware loss is borne by suppliers and customers. In fact, it does
not matter where along the chain of production, distribution, and re-
tail sales the actual theft occurs. Nor does it matter which firm is li-
able for the immediate loss. Given time, prices adjust so that all
market participants incur some share of the costs.

EFFECTS ON MANUFACTURERS OF THEFTS FROM FINAL
BUSINESS CUSTOMERS

The previous discussion suggests that hardware thefts from cus-
tomers have the same impact as thefts directly from the manufac-
turer. This proposition is formally demonstrated in Appendix B.>
The intuition is as follows. Thefts from business customers implicitly
increase the price of using targeted hardware. If businesses have ex-
pectations that they will lose a certain percentage of equipment
through theft, they will anticipate a higher cost, on average, of using
the same level of capital services in the future. In fact, the implied
price will increase by the same percentage as the expected theft rate.
This price rise will cause a decrease in demand for the product. Even
though customers will usually replace stolen property, the expecta-

3This general result is well known in economics, particularly the literature on public
finance. For example, the incidence (who bears the cost?) of a value-added tax on pro-
ducers, a sales tax on retailers, and a consumption tax on consumers is identical.
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tion of higher costs due to theft will force manufacturers to lower re-
tail prices overall. The resulting decline in manufacturers’ profit is
similar (if not identical) to the decline caused by direct theft. In addi-
tion, to the extent that stolen equipment, especially new hardware
that has yet to be installed, displaces product that would have been
sold directly to other potential customers through legitimate mar-
kets, manufacturers and their suppliers suffer still greater losses.

Although we made no effort to survey a wide range of business or
individual customers, our survey of high-tech manufacturers pro-
vides important insights into the magnitude of this problem. We
noted, in Chapter Two, that about 9 percent of reported hardware
losses, representing over $20 million in direct costs, involved thefts
from corporate offices. Recall that this equipment is part of the
installed base (or soon to be installed base) of high-tech hardware
currently in use. There is no reason to believe that other busmess
customers do not incur theft rates of the same order of magmtude

The high-tech industries sampled represent about 0.5 percent (one-
half of 1 percent) of white-collar employment in the U.S. economy. If
other industries are experiencing equivalent theft rates, business
customers could be losing as much as $4 billion in hardware, evalu-
ated at retail prices ($20 million divided by 0.005). This number is
most likely an understatement of actual losses, because it ignores
losses from foreign business and residential customers and does not
account for the likely underreporting of losses for this category of
theft, particularly for the international locations of domestic manu-
facturers. Although precise quantification is not possible, it would
not be unreasonable to conclude that $4 billion in thefts from final
consumers will end up costing producers an equivalent amount.

SIMULATING THE EFFECTS OF INDIRECT COSTS

Although data on the dollar amounts of the aforementioned market
adjustments are not available, it is possible to simulate the range of
likely effects using spreadsheet models based on representations of

t is possible, though not obvious, that high-tech manufacturers utilize more com-
puters than other industries. This would tend to overstate the theft incidence nation-
wide. However, this potential bias is probably more than offset by other factors
mentioned below.
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the microeconomics of relevant high-tech markets. The details of
the model specifications and a set of illustrative simulations are pre-
sented in Appendix B. Briefly, the models assume the following:

¢ firms seek to maximize profits,

e market price is a function of quantities sold by the firm and its
competitors,

e stolen property displaces sales of the victimized firm and its
competitors to varying degrees,

e security measures increase either fixed or marginal costs of pro-
duction,

e increases in security reduce the theft rate, but there are
diminishing marginal returns to these investments,

e if security investments are held constant, thefts vary in propor-
tion to the quantity of output,

e firms behave noncooperatively with respect to both security in-
vestments and output sold, and

e all competitors face the same threat and can employ the same
security measures.

Several model parameters reflecting different market conditions
were allowed to vary so that we could assess the resulting impact on
direct costs. These parameters were

* the number of competitors in the relevant market,
o the degree to which theft displaces sales,

» the extent to which security increases increase marginal or fixed
costs, and

e the marginal cost of replacing stolen property.

Table 3.1 provides illustrative results for a range of market circum-
stances. Our goal was to explore the relative importance of direct
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Table 3.1
The Total Costs of Theft: INlustrative Model Simulations for
Varying Firm Profiles
A B C D E F
Industry Percent

Direct Theft Firm Sales Consumer Total External
(replacement) Losses Losses Losses Losses to Firm

(B+C+D) (C+D/E)
1. Medium margin,
competitive firm
No lost sales 1.0 0.8 0.0 1.4 2.2 65
High lost sales 1.0 1.0 0.7 2.0 3.7 72
2. High margin,
dominant firm
No lost sales 1.0 1.4 0.0 1.3 2.7 48
High lost sales 1.0 4.7 1.5 2.8 8.8 48
3. Low margin, com-
petitive firm
No lost sales 1.0 0.9 0.0 1.4 2.3 62
High lost sales 1.0 0.9 0.3 1.7 2.9 69

NOTES: Columns A-E are in millions of dollars.
Column A represents $1 million in direct hardware losses.
Column B represents the total loss suffered by the firm due to the $1 million
in direct losses. In addition to direct losses, this column includes security
investments and lost sales, but can be partially offset by price increases to
customers.

Column C represents lost sales of competitors.
Column D represents losses to customers due to price increases.

Column E represents the sum of losses to the targeted firm, the industry,
and consumers.

Column F represents the portion of the total loss that falls to the industry
and consumers.

and indirect costs. In all scenarios presented, security investments
are assumed to have both a fixed and a marginal cost component.’
For each market situation analyzed, we compare the two extreme as-
sumptions with respect to demand displacement, i.e., the case in
which either 100 percent or none of the stolen hardware results in

5In Appendix B, we analyze the case where security costs are primarily fixed in nature.
In such cases, firms are unlikely to increase prices by as much, at least in the short run.
Thus, consumers bear a smaller portion of the increased burden. In addition, we pur-
sue alternative characterizations of the activity of thieves.
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lost sales. Intermediate assumptions result in outcomes that fall be-
tween the reported outcomes. The reported ratios provide the rela-
tive magnitude of economic costs that result from each $1 million of
direct theft losses.

For example, the first situation illustrated in Table 3.1 reflects an
“average” high-tech firm that faces moderate competition (four
equally positioned rivals that split the market). Price-cost margins
are modest at 30 percent. Such a situation might reflect circum-
stances prevailing in the cell phone or computer industry. Column A
provides direct losses, indexed to be $1 million. For such a firm, total
losses are given by the decline in profits that occurs as a result of this
level of theft experience. This outcome includes increased security
costs and lost sales and is partially offset by any price increases that
the firm has made to recover the higher marginal costs of doing
business (because of theft and security costs). When there are no lost
sales, an unlikely extreme, the total decline in the firm’s profit is ac-
tually only $800,000. This reflects some ability on the part of the firm
to pass a portion of the increased costs on to consumers.

Note that in the case of high lost sales, external industry losses are
$0.7 million, or $700,000. This is because a portion of the lost sales is
borne by competitors rather than by the victimized firm. In a com-
petitive industry, where rival firms control a large portion of the mar-
ket, a smaller percentage of the lost sales is borne by rivals. It is im-
portant to note that the effects of displaced sales flow in multiple
directions. At the same time that the firm highlighted in our example
experiences thefts that reduce sales for its competitors, stolen prod-
ucts from these same competitors have the same effect on the origi-
nal firm.® In addition to the firm and the industry bearing costs,
consumers will suffer an economic loss due to price increases. In the
case of no lost sales, this loss is $1.4 million. In the case of full dis-
placement, the cost is $2 million. This economic cost to consumers
is above and beyond the firm and industry losses. With full demand

5The simulation model assumes that all five firms in the industry are identical. Thus,
at the same time that the $1 million in hardware theft displaces $0.7 million in indus-
try profits, the four rivals, through identical theft losses, could be expected to create
the same degree of lost sales for our sample firm. As a result, $0.7 million of the firm’s
losses could be attributed to the hardware thefts from each rival, not its own hardware
losses.
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displacement, the original hardware loss of $1 million actually costs
society $3.7 million, including $1.0 in firm losses, $0.7 in losses for
competitors, and $2.0 million in losses for consumers.’ The $700,000
in losses stemming from displaced sales from competitors and the $2
million lost by consumers are external costs that represent 72
percent of total losses.

The second set of simulations shown in Table 3.1 is for a dominant
firm (with half of the industry sales in its relevant market) selling
products with high net margins exceeding 66 percent. This scenario
typifies industry segments such as high-end microprocessors. With
high margins, firms suffer much larger indirect losses, primarily be-
cause the value of lost business (because of higher pricing or dis-
placed sales) is so much greater in comparison with replacement
costs. In the case of full demand displacement, costs borne by the
firm total $4.7 million. The $1 million in hardware losses directly
suffered by the dominant firm cause an even higher burden ($1.5
million) to be imposed on the rest of the industry (in this case, repre-
senting 50 percent of the market) due to displaced sales that have a
high margin.

In this situation, consumer welfare also diminishes, by $2.8 million,
bringing the total losses for a $1 million theft up to nearly $9 million.
About half of these losses are borne by consumers and other firms in
the industry. Because so much of the social loss is external in these
circumstances, the individual firms involved are unlikely to have the
incentive needed to take the socially appropriate action of investing
in their own security in order to reduce theft rates.

The third scenario in Table 3.1 represents low-margin firms in com-
petitive industries. This circumstance reflects products such as disk
drives, which are now viewed as commodities. In such situations, to-
tal firm losses are not likely to be much higher than the direct hard-
ware losses. Even in the case of full demand displacement, firm
losses (excluding those created by rival firm losses) are about the
same as direct hardware losses. However, consumer losses due to
price adjustments remain quite high, bringing the total societal loss
to between two and three times the original hardware loss.

7Since this $700,000 in lost sales is due to thefts from rivals, it should be excluded from
the accounting of costs stemming from hardware thefts directly from the sample firm.
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We have seen that thieves are much more likely to target firms with
high margins. This implies that the high-margin scenario is more
likely to prevail in the mix of products actually stolen. Thus, it is rea-
sonable to conclude that, industrywide, the magnitude of indirect
losses in comparison to that of direct hardware losses would be
higher.

SECOND-ORDER EFFECTS OF HARDWARE THEFT

In addition to the direct and indirect costs we have described, there
are numerous other, second-order effects that could be quite costly.
Although we were unable to measure the magnitude or prevalence of
these losses, we surveyed and interviewed a number of firms about
the importance of such effects. The following are the areas of great-
est concern:

*  Production line stoppages. Although few of the TIRS-reported
incidents involved a line stoppage, many risk managers ex-
pressed the belief that this was one of the most feared outcomes
resulting from theft. Line stoppages greatly impact not only firm
operations, but customer relations as well.

*  Disruption of business operations. About 10 percent of reporting
firms indicated that business operations had been disrupted at
least once as a result of thefts. While such disruptions range
from minimal to devastating depending on the nature of the op-
eration affected, this is another area of significant concern.

* Loss of proprietary data. Approximately three in ten of the re-
sponding firms said that valuable data had been lost as a result of
thefts on one or more occasions. These losses are likely to be
much more significant in the case of computers stolen from cor-
porate offices, including those outside the surveyed high-tech
industries.

* Delays in delivery to customers. About one in five responding
firms reported that high-tech hardware thefts had resulted in at
least one delivery delay. Firms were concerned that these delays
would significantly harm business customers and violate the
terms of their contractual relationships.
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e Threats and injuries to employees. For a little over 12 percent of
responding firms, employees had been injured or threatened
during theft incidents occurring during the reporting period.

Now, in Chapter Four, we turn to a discussion of responses firms
have made to these threats.






Chapter Four
RETURNS ON SECURITY INVESTMENTS

The indirect costs of hardware theft may far exceed the replacement
cost of stolen goods. Perhaps more important, many of these indi-
rect costs are not borne by the victimized firm, but rather by suppli-
ers, competitors, and final consumers. Thus, from a social welfare
perspective, firms may not have appropriate incentives to invest in
security measures. However, firms have increased their security
budgets in recent years. According to data we collected, security
budgets for firms in high-technology hardware industries rose signif-
icantly between 1996 and 1997. When we scale our numbers to the
industry level, we estimate that high-tech hardware firms are now
spending approximately $300 million annually on security for theft
reduction. According to firms we surveyed, this represents about 20
percent of total budgets allocated for security. This chapter
describes the measures that participating firms have taken and then
presents evidence suggesting that these investments have had a good
private return.

Among the programs that firms have implemented are the following:

*  Hardening of Facilities. Most of the companies we interviewed
have made substantial physical improvements in their facilities
since 1995-1996. Improvements have included hardening load-
ing docks; installing secure doors with magnetic passcard or nu-
meric password protection; creating limited-access vaults for
high-value components; and installing closed-circuit television
cameras.

*  Personnel Screening. Our interviews revealed that personnel
screening and background checks are now standard procedure
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for new hires in high-tech industries. According to some security
managers, screening has reduced the problem of persons fired
from one company for theft hiring on at another company.

* Inventory Reduction and Improved Inventory Controls. Many
companies have improved their inventory management pro-
cesses and systems. While inventory reductions and improved
controls are part of a larger movement in industry to reduce
costs and improve management of supply chains, security man-
agers in some firms have been able to use inventory control sys-
tems to provide greater visibility into inventory variances, and as
a tool for helping to determine which variances are likely due to
shrinkage, or employee theft.

*  More-Discreet Packaging. A tactic that has met with reportedly
mixed success is removal of the contents identity from mer-
chandise packaging. Some security managers indicated that
packaging changes typically were quickly spotted by high-tech
thieves, and that any benefits of changes to packaging were
somewhat temporary. Other managers indicated that when lo-
gos or other information identifying the contents as high-tech
merchandise was removed from packaging, their theft losses fell
rather dramatically and have stayed low." In many of the com-
panies we interviewed, this issue typicalily pits security managers
against marketing departments, and marketing departments
have often prevailed. In some cases, firms may receive favorable
pricing or face other incentives to put a supplier’s logo on pack-
aging, which can conflict with security objectives.

*  Useof “Preferred” Freight Companies. A number of firms have in-
creased their reliance on one shipper or a small number of ship-
pers to improve their leverage regarding the handling of their
merchandise. Some security managers indicated that this effort

1Many security managers saw logos and other labeling information as a “steal me”
message to would-be thieves.

ZFor example, many computer manufacturers indicate on their packaging the type of
microprocessor inside the computer.
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has resulted in carriers being more responsive to their firms’ se-
curity concerns.®

¢ Private Investigations of Theft Incidents. Many firms investigate
high-tech thefts to collect information that can be turned over to
law enforcement agencies. Security managers try to build rea-
sonably complete cases that law enforcement organizations can
use for prosecution.

In our survey of study participants, data on security investments
were gathered for the 1996 and 1997 calendar years. Table 4.1 sum-
marizes these data. The 18 firms that provided complete data repre-
sent about one-half of the volume of thefts reported in the complete
sample of firms participating in TIRS. Firms provided numbers for
their total security budgets in 1996 and 1997, along with the percent-
age of those dollars that went to high-tech hardware theft preven-
tion. In 1997, the portion of the security budgets allocated to high-
tech loss prevention was slightly higher than the total value of
hardware losses for the same year and one-third of total firm losses.
On average, about 45 percent of the total budget was used for
security guards and 29 percent was used for detection and monitor-
ing. The rest was spent on investigations (3 percent), background
investigations (6 percent), capital asset hardening (5 percent), and
other personnel costs (12 percent).

Table 4.1

Reductions in Theft Losses and Security Investments

Year =1996 Year = 1997

Number of firms 18 18

Sum of total security budgets $93,286,627  $117,987,045
Sum of reported thefts $80,043,731 $21,606,368
Average company-reported loss $4,446,874 $1,200,354
Standard error, reported loss $2,543,712 $607,400

3There also are industry-level efforts to improve the security of cargo, including the
Technology Asset Protection Association’s guidelines for transportation security.
These industry-level efforts appear to be placing even greater pressure on carriers to
improve their security procedures.
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These firms experienced dramatic declines in total theft losses during
this time period. The total number of reported losses averaged $4.4
million in 1996 for a total of over $80 million. This figure then fell by
nearly 75 percent over a one-year period, suggesting that aggregate
industry losses could have been as high as $1 billion in 1996.* High-
value incidents were especially reduced, as indicated by a decline in
the standard error (the average deviation from the mean) from over
$2.5 million in 1996 to about $660,000 in 1997. Although several
aforementioned factors could account for this decline, including in-
creased public law enforcement support and lower margins for many
high-tech products, it is likely that more-effective private-sector se-
curity efforts played a significant role.

To test this proposition, we examined the correlation between the
changes in theft loss experiences for individual firms with individual
changes in the security budgets. We found that the correlation be-
tween the two was very high (-0.92). Regressions linking thefts with
security investments suggested that the firms with the largest in-
creases in security were the ones experiencing the largest declines in
thefts.” Although these simple correlations do not demonstrate
causality, they are consistent with the hypothesis that security ex-
penditures have paid off handsomely in the past and remain a solid
investment for the future. Empirical findings suggest that security
investments can return over a dollar in reduced losses for every dol-
lar spent. Since this cost comparison does not consider any of the
indirect savings enjoyed by the firm, industry, or consumers, it seems
that higher investments may be warranted in the future.

“Under the assumption that industry thefts occurred at an annual rate of $250 million
in 1997, a 75 percent decline since 1996 would imply an industry total of $1 billion in
1996. A couple of very-high-value incidents in 1996 accounted for almost one-third of
the drop by 1997. When one removes these “influential outliers,” the average decline
falls to 50 percent. If one wishes to be more conservative, it would be reasonable to
conclude that aggregate thefts fell between 50 and 74 percent between 1996 and 1998.

5The regression model specified the natural log of the ratio of hardware thefts,
log(1997 losses)/1og(1996 losses), as a function of the natural log of the ratio of security
investments, log(1997 security/1996 security). The R-square was .472 and the esti-
mated elasticity was -7.22 with a standard error of 2.32. Evaluated at 1997 averages,
this implies that a 1 percent increase in the average budget (1 percent of $7.9 million =
$79,000) would result in a 7.22 percent decline in thefts, or $86,000. Since it is unlikely
that all of the increase in security expenditures is due to high-tech theft prevention,
this calculation understates the return.



Chapter Five
SUMMARY OF FINDINGS AND POLICY CONCLUSIONS

In this final chapter, we summarize our main findings and draw pol-
icy conclusions from the perspective of individual firms, the indus-
try, and the public sector.

SUMMARY OF FINDINGS
The findings of our study can be summarized as follows:

¢ Based on data provided by 95 firms representing approximately
40 percent of industry revenues derived from the manufacture
and distribution of computers, semiconductors, hard disk drives,
and cellular telephones, the estimated annual hardware loss
amounts to almost $250 million. Even though these losses, ex-
pressed as a percentage of industry value added, are com-
pounded as they are experienced along the chain of production
and distribution, they still represent little more than 0.1 percent
of industry revenues.

e The hardware losses of individual firms appear to vary pre-
dictably with market conditions. On average, losses are almost
directly proportional to the total cost of goods sold. However,
losses for high-margin firms (and, by implication, high-margin
products) are much higher. High-end products, such as work-
stations, are also more likely to be stolen, holding other factors
constant. This suggests that new, state-of-the-art products in
high demand are particularly vulnerable.

s Direct losses may seem trivial, but, on average, they represent
only the tip of the iceberg. Indirect costs, which include expen-
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sive theft-reduction strategies, lost sales, and other market ad-
justments, can dwarf direct costs. For the products most likely to
be the preferred targets of thieves, these other costs can be as
high as eight or nine times the direct hardware costs. Although
precise estimates are not possible, we believe that these indirect
costs of thefts from manufacturers and distributors can total over
$1 billion.

In addition to thefts from high-tech hardware firms, products
stolen from customers can have a large impact on the bottom
line of manufacturers. If customers anticipate theft probabilities,
reductions in their willingness to pay for the vulnerable products
will have important consequences for manufacturers. In fact, the
economic impact of units stolen from customers is similar to that
of units stolen from the high-tech producer.

On the basis of the incidence of theft from the corporate and
administrative offices of our sample firms, we estimate that $4
billion is stolen from the U.S. high-tech industry as a whole. This
dollar figure may understate the problem, however, since it ex-
cludes theft from foreign operations as well as property stolen
from nonbusiness customers.

In sum, these direct plus indirect losses exceed $5 billion, repre-
senting about 2 percent of industry revenues and a much higher
percentage of net income. And it is important to note that we
have not even considered losses from retail outlets or the poten-
tially significant second-order effects associated with business
disruptions and loss of valuable data or work product. These ef-
fects, which may be particularly pronounced for computers
taken from business locations nationwide, could dramatically
inflate the measure of economic costs, many of which would be
passed on to the high-tech industries.

When stolen product flows into markets served by victimized
firms, these firms and their competitors suffer large losses be-
cause of displaced sales. These losses are only partially borne by

U1t is important to note that this estimate is subject to greater uncertainty than our
estimates of hardware losses directly incurred by high-tech product manufacturers.
To the extent that other industrial sectors (i.e., business customers) experience
different theft rates outside of corporate offices, our estimate will be inaccurate.
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the firm actually experiencing the hardware theft: the smaller
the market share of the victimized firm, the smaller its portion of
displaced sales. This “externality” (i.e., costs being borne by
market participants other than the theft victim) creates a dis-
incentive to invest in activities designed to prevent losses indus-

trywide.

In response to the increased costs of doing business (due to se-
curity investments and anticipated hardware losses), firms
change the prices at which they sell product and buy compo-
nents. As a result, their suppliers and consumers bear a portion
of the total costs of theft. In many situations likely to prevail in
the high-tech industries we studied, these costs of doing busi-
ness are considerable and can exceed the size of the direct cost
by a multiple of two or three. These cost “pass-ons” can be
viewed as another case of externality.

External costs—those borne by the competitors, suppliers, and
customers of the victimized firms—can represent a significant
portion of the total costs of high-tech hardware theft. Depending
on the underlying technological and market circumstances, they
can range from 40 to 75 percent of the total.

We found that total direct hardware losses have fallen dramati-
cally since 1996. Based on survey data, the decline may have
been as much as 75 percent and was no less than 50 percent.
This decline may be partially due to changing market conditions,
such as increased competition and lower margins in the relevant
industries. Successful interventions on the part of the public law
enforcement community may have also played a role. In addi-
tion, many firms made significant investments in private security
measures over this time period. Although causation is hard to
establish, firms that increased their security budgets the most
over this period also experienced the greatest declines in
hardware losses. The data are certainly consistent with the
conclusion that these security investments had very high returns.
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POLICY CONCLUSIONS

Policy Implications for Firms

Even though hardware losses represent a small slice of industry rev-
enues, the indirect consequences of these thefts are significantly
greater. The costs associated with lost sales and thefts at the
customer level are in the vicinity of $5 billion. Considering the
second-order effects, the overall magnitude of the problem warrants
considerable attention on the part of high-tech manufacturers and
distributors.

Our data suggest that firms have responded to this threat by invest-
ing in a variety of security measures that appear to have had a signifi-
cant impact on total loss value. As recently as 1996, hardware losses
were between two and three times higher than they were in 1998.
Several factors may have contributed to this decline, including de-
clining profit margins, greater competition, and more-effective law
enforcement on the part of the public sector. At the same time, pri-
vate security expenditures grew by 26 percent in one year alone. Qur
analysis indicates that the firms with the largest security budget in-
creases were, on average, the ones that experienced the largest de-
clines in thefts. Firms appear to be receiving more than a dollar-for-
dollar return on their security investments, since these cost-benefit
calculations do not consider the all-important second-order and
indirect costs of theft. On average, it is reasonable to conclude that
continued investments would be prudent.

We saw several patterns in the hardware losses reported by manufac-
turers. First, much of the lost value occurs when goods are in transit.
In addition, thieves are much more likely to target firms that have
high price-cost margins, reflecting products that are high end, state
of the art, and in high demand. These two factors suggest that the
highest security payoffs may lie in being better able to anticipate
which products will be future targets of theft and in directing efforts
at preventing in-transit losses of the products most attractive to
thieves.
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We believe that the following sorts of actions are warranted:

Focusing on the security of U.S. and European operations. These
two regions are the largest markets and account for the largest
shares of theft.

Addressing the problem of in-transit theft. In-transit theft is the
most prevalent theft scenario, and effective action would
staunch the flow of goods stolen while in transit.

Enhancing coordination within the firm. Firms that have not al-
ready done so would probably benefit from increasing the ex-
change and coordination of information about theft problems
and prevention. For example, a standing committee, including
representatives from security, risk management, inventory man-
agement, production, distribution, transportation, and other rel-
evant parts of the company, could facilitate data sharing on the
changing patterns of losses.

Improving the ability to track the high-tech theft problem. Firms
should invest in processes and systems that improve their ability
to collect and integrate theft-related information from security,
inventory management, transportation, and other sources, and
that provide a complete overview of the sources of losses (in-
transit theft, shrinkage, etc.). This might be greatly facilitated by
the creation of a standing committee (described in the previous
bullet).

Improving the ability to anticipate changes in theft. Changes in
the marketplace are an important determinant of which prod-
ucts become sought after by thieves. Among the market factors
that need to be considered are short-term shortages of new and
improved products, and changing market shares. Firms might
consider security investment strategies that differentiate on the
basis of product or that change over a product’s life cycle.

Targeting measures to the most-vulnerable products. Consistent
with the last paragraph, firms might improve the effectiveness of
their interventions by targeting additional resources to their
most vulnerable products, which typically will be their highest-
value products. Product-specific cost-effective options should
be explored to determine where best to spend additional security
dollars.
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*  Exploring other cost-effective options. Our analysis suggests that
the costs to firms of high-tech hardware theft are much higher
than the simple cost of replacing stolen hardware. Because these
costs are higher, options once rejected on the basis of cost-
effectiveness may in fact be worthy of additional security
resources. Firms should consider reevaluating some of these
options in light of our findings.

Finally, the magnitude of losses stemming from the theft of final
products from customers may be significantly greater than that for
hardware taken directly from manufacturers. Although direct secu-
rity measures will remain the primary responsibility of their business
customers, manufacturers might contribute to theft reduction by de-
veloping technologies to render products inoperable when they are
stolen, such as the “poison cookies” that disable products obtained
illegally.

Policy Implications for Industry

We have seen that a significant portion of the indirect costs stem-
ming from hardware theft is incurred by firms other than the firm
experiencing the theft. This is primarily because displaced sales af-
fect both the victimized firm and its competitors. In addition, the
burden of hardware losses is partially passed on to suppliers. The
existence of these external costs means that firms are not always
willing to assume the cost of security measures when many of the
benefits of doing so (in the form of reduced theft losses) will be par-
tially reaped by other companies. Although firms may not have in-
centives to invest more in security on an individual basis, market
participants could collectively improve their lot by putting more re-
sources into theft-reducing measures. This suggests that industry-
wide security efforts would pay off for all companies.

Estimates of theft losses to industry can only be improved if industry
efforts to collect data on hardware theft losses not only continue but
are broadened as well. Continued data collection will reveal which
products become more or less vulnerable as the high-tech markets
change, making possible early and decisive collective industry action
to address these changes.
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Currently, a number of industry activities promote higher levels of
security awareness and develop joint solutions to the problem of
high-tech hardware theft. For example, the Technology Asset Pro-
tection Association (TAPA) is an industry collaborative focusing at-
tention on the development of shipping standards. A consortium of
disk drive manufacturers is sharing information on individual mem-
bers’ theft experiences. These efforts illustrate the types of collabo-
rative activities to date.

It is likely that further investments in industry standards and other
cooperative policies could also benefit all firms. For example, indi-
vidual firms may be unwilling to act independently with respect to
the servicing of stolen product, but industry standards for this prac-
tice might be collectively beneficial. And industry cooperation on
the development, standardization, and implementation of tech-
nologies that can identify and disable stolen products could well be
the best approach to reducing losses stemming from thefts from the
facilities of business customers.

Finally, during our interviews, several firms cited counterfeiting, re-
marking, and warranty fraud as increasing problems for high-tech
manufacturers. These crimes are related to the direct theft of hard-
ware, because much of the raw material for these activities is stolen.
Currently, there is a dearth of information about the magnitude and
implications of these emerging crimes. Industry collaboration for
the collection and dissemination of information on these and other
forms of crime would be an important first step.

Policy Implications for Society

In the accounting of total costs of theft, we found that a significant
portion of the indirect costs is borne by customers of high-tech
hardware producers. These losses, which actually exceed the re-
placement value of the hardware stolen, represent significant costs
to society at large and serve to diminish the economic well-being of
businesses and consumers across the nation and abroad. Manufac-
turers of computers, semiconductors, hard disk drives, and cellular
telephones cannot be expected to consider the welfare of these other
businesses and individuals in devising their individual strategies for
combating high-tech hardware theft.
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These considerations suggest that there is a role for the public sector.
Some steps have already been taken. For example, California SB
1734 has been adopted and will provide $1 miltion to fight high-tech
crime, a portion of which (10 percent) will go toward gathering more
complete data on the problem. The State of New Jersey now requires
localities to report all cargo thefts. These are good but isolated first
steps. Society could well benefit from additional efforts that facilitate
information exchanges between industry and law enforcement
agencies and that increase collaboration in tracking the threat, antic-
ipating the most likely future targets, and combining resources to
mount an even more effective campaign against high-tech hardware
thieves.



Appendix A

OVERVIEW OF THEFT INCIDENT REPORTING SYSTEM
(TIRS) AND DATA COLLECTION PROTOCOLS

The Theft Incident Reporting System (TIRS) focuses on individual
incident-level reporting of thefts. Participating companies were
asked to provide the date, value of loss, and other information de-
scribing the stolen product and the circumstances of each theft inci-
dent. Following is an overview of recruitment and participation, and
the data that we sought from participating firms.

RECRUITMENT, PARTICIPATION, AND VALIDATION

We began by inviting 500 firms in the computer, semiconductor,
hard disk drive, and cellular telephone industries to access and use
TIRS to report on theft incidents. We hypothesized that the total
theft losses for each firm in each industry were likely to be associated
with the firm’s market share, essentially hypothesizing that the more
product a firm produced, the greater its exposure to risk. Accord-
ingly, the sampling frame was constructed by first selecting with
certainty the largest 25 or so firms in each industry, and then select-
ing with a lower probability smaller firms in each industry. To
maximize participation by firms selected with certainty, extensive
follow-up efforts by mail and phone were made by RAND staff and
project sponsors. This resulted in the agreement of 100 firms, con-
centrated among the largest in each industry, to participate in the
TIRS data collection effort (though corporate mergers and subse-
quent attrition reduced the number of participants to 95).
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For nine months, from October 1997 through June 1998, participat-
ing firms entered data describing their theft experiences into TIRS.
After each quarter, we undertook an audit of theft reporting in the
previous quarter. The audit consisted of asking each firm to check a
RAND-prepared list of each theft incident reported, as well as aggre-
gate summaries of various kinds, and to supply missing data wher-
ever possible. For each firm, we sought to establish that (a) data for
all of the incidents in the preceding quarter had been entered, and
(b) data for the preceding quarter was accurate and complete.

Near the end of the study, all of the participating firms were asked to
respond to a final questionnaire developed with the assistance of
several companies that reviewed and pretested early drafts. These
data were used, first, as a final consistency check on theft reporting
from TIRS-participating companies; we asked each firm to report its
total theft experience during the period of the study. The question-
naire also asked firms to provide data on their theft experience in
earlier years so that we could estimate the percentage of their total
theft experience they believed was captured in TIRS, and to provide
additional information on warranty fraud, counterfeiting and re-
marking, security spending, inventory controls, insurance, and other
issues that had emerged in our case studies as being potentially im-
portant to understanding the full costs of high-tech hardware theft.
We also again contacted some of the larger firms that had earlier
declined to participate, to see if they would be willing to respond to
the one-time questionnaire requesting aggregate information. In
this way, we were able to supplement the TIRS data with additional
aggregate data from firms that had not participated in TIRS.

THE THEFT INCIDENT REPORTING SYSTEM DATA
COLLECTION INSTRUMENT

The TIRS data collection instrument consisted of an Incident Report
and a Merchandise Report.

Incident Report Variables and Codes

The Incident Report was designed to capture basic descriptive in-
formation about each theft incident. Table A.1 provides information
on the coding options that were available for three key incident-level
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variables: geographic location, scenario type, and location in the
manufacturing cycle:

» The Date variables fix in time when the incident occurred, either
as a discrete date or a range of dates if the exact date is unknown;

* The Total Value of Loss variable provides a single estimate of the
total loss value;

» The Geographic Locations variables fix the location of the inci-
dent in broad geographic terms;

* The Incident Scenario Types variables identify the character of
the theft incident in terms of type of crime;

» The Locations in Manufacturing Cycle variables aim to fix the lo-
cation of the incident in the supply, manufacturing, and distribu-
tion chain.

MERCHANDISE REPORT VARIABLES AND CODES

For each theft incident, participating firms were asked to identify one
or more types of merchandise that were targeted. Table A.2 provides
a list of the merchandise codes that were available to participating
firms.! For each type of merchandise identified as a target of theft in
an incident, firms were asked to fill out a Merchandise Report that
asked them to identify the quantity and value of each type of stolen
merchandise, as well as who owned the merchandise, the purpose of
the merchandise, and whether any recoveries had been made.

OPERATIONS

The TIRS instrument was available in paper-and-pencil format and
electronically via Internet access to a privacy-protected dedicated
server at RAND. Standard logic and data checking routines were ap-
plied to the database before and after downloading to analysis files.

1Readers will note that although the project generally focused on products within the
computer equipment and cellular telephone industry, firms had the option of
reporting on other types of high-tech equipment., e.g., telecommunications net-
working equipment, such as LAN routers.
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Table A.1
Other TIRS Codes for Theft Incidents

DATE(S)
TOTAL VALUE OF LOSS
GEOGRAPHIC LOCATIONS
US/City/State
Other western hemisphere/City/Country
Europe/City/Country
Asia/City/Country
Between locations (if in transit)
Other (please describe):
Unknown
INCIDENT SCENARIO TYPES
Armed robbery (property taken by force)
Attempted armed robbery
Burglary (break-in & illegal removal of property)
Attempted burglary
Hijacking
Attempted hijacking
Theft (illegal removal of property without break-in or force)
Attempted theft
Shrinkage/inventory not accounted for
Other (please describe):
Unknown
LOCATIONS IN MANUFACTURING CYCLE
On property occupied by your company
Manufacturing or assembly area
Warehousing/inventory storage area
Loading/distribution/traffic area
Corporate/administration area
Other (please describe):
Unknown
Subcontractor facility
In transit
Airport
Air cargo facility
Carrier name
Airport customs facility
Other (please describe):
Unknown
At other customs facility
Freight forwarder (please give name):
On truck
At facility
Other (please describe):
Unknown
Other (please describe):
Unknown
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Table A.2
Merchandise Code List

Computers and desktop network file servers
00 Microcomputer/PCs
01 Laptop/notebook/palmtop PCs
02 Desktop workstations
03 Desktop network file servers
04 Other computers
05 Other network file servers
Magnetic disk storage devices and their components, and other computer peripherals
10 Computer disk storage devices
11 Microcontrollers or other semiconductors for magnetic disk storage devices
12 Other electronic components for disk storage devices
13 Other computer peripherals (e.g., monitors, keyboards, mouse, speakers,
CD-ROMs)
Cellular telephones/PCS and components
20 Handheld cellular telephones or personal communication systems (PCS)
21 Flash memory for cellular/PCS
22 Other semiconductors for cellular telephones/PCS
23 Other electronic components for cellular telephones
Computer components
30 CPUs (logic ICs) for computers or network file servers
31 Memory ICs for computers or network file servers
32 Other semiconductors for computers or network file servers
33 Mother boards for computers or network file servers (i.e., boards populated
with logic ICs)
34 Memory boards for computers or network file servers (i.e., boards populated
with memory ICs)
35 Other populated boards for computers or network file servers (e.g., graphics
boards, audio processing boards)
36 Other electronic components for computers or network file servers
Other final products
40 Other final products (please specify)
Other components
50 Semiconductors for other final products
51 Populated boards for other final products
52 Other subassemblies or intermediaie products for other final products
53 Other electronic components for other final products
60 Rejected components, not fit for use/sale
61 Scrap material
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TIRS provides an operating prototype for collecting standardized in-
cident-level data for industry and subindustry monitoring of patterns
and trends in thefts. Nonetheless, participation in this data collec-
tion activity placed added burdens on staff of security divisions,
many of whom could not report complete information for their inci-
dents. In some cases, project staff downloaded data from compa-
nies’ custom information systems and transformed it into TIRS inci-
dent reports. The TIRS instrument could be significantly streamlined
in the future to promote its ongoing use by firms in monitoring theft
losses.

CASE STUDY PROTOCOL

A case study component was added to the study to help project ana-
lysts refine estimates of merchandise losses; estimate indirect losses
associated with the theft problem; and assess prevention and other
policy options that individual firms have employed. The case studies
provided us with important information on “hidden” losses,
“indirect” costs, and the benefits and costs of various theft reduction
initiatives. The case studies involved a series of interviews
(combining phone and in-person visits) with nine participating firms
representing different industry sectors. These interviews focused on
(1) placing thefts that companies reported in the context of their
supply chains, customers, etc.; (2) obtaining insights into whether
TIRS was obtaining a relatively complete record of theft losses in all
parts of the company, or whether there were “hidden” losses (those
not reported in TIRS) that should also be taken into account in esti-
mating total losses; (3) understanding indirect costs of theft to firms,
including line stoppages that result from shortages of stolen compo-
nents, repairs to property, impacts of theft on other corporate opera-
tions; (4) identifying and assessing initiatives to reduce theft losses
or their consequences that had been tried, were in place, or were un-
der consideration, and their estimated costs; and (5) understanding
better the size of nontheft losses attributable to counterfeiting, re-
marking and warranty fraud. Table A.3 summarizes the topics
included in case study interviews with security and other representa-
tives of selected firms. Subsequent to the case studies, the final audit
questionnaire was developed to solicit similar input from the larger
group of TIRS participants that received this questionnaire in the
mail.



Overview of Theft Incident Reporting System (TIRS) and Data Collection Protocol 47

Table A.3

Interview Topics for Case Studies

* Overview of Company Operations (e.g., revenues, facility locations, products, sup-
ply and value chain, customers, freight forwarders)

e Security (e.g., overview of asset management and security programs and their es-
timated costs, typical responses to losses, inventory controls, estimates of losses
not reported in TIRS, indirect costs, warrantee fraud, counterfeiting)

¢ Inventory Management (e.g., estimated inventory variances, losses by location,
amount attributable to shrinkage/theft, etc., thresholds for reporting to security,
inventory system coverage, capabilities, cost)

* Warrantee Claims and Counterfeiting (e.g., fraudulent claims, counterfeiting, re-
markings, estimated losses, reporting thresholds, programs to reduce problem,
including costs)

¢ Receiving/Materials Processing (e.g., estimated losses from theft/shrinkage, re-
porting thresholds, programs to reduce problem, including costs)

* Manufacturing/Assembly (e.g., estimated losses from theft/shrinkage, reporting
thresholds, frequency of disruptions, percentage attributable to theft, cost of dis-
ruptions, programs to reduce problem, including costs)

¢ Warehousing (e.g., estimated losses from theft/shrinkage, reporting thresholds,
programs to reduce problem, including costs)

* Distribution (e.g., estimated losses from theft/shrinkage, reporting thresholds,
programs to reduce problem, including costs)

e Transportation (e.g., estimated losses, reporting thresholds, main freight for-
warders, variance in theft experience by hauler, programs to reduce problem, in-
cluding costs)

* Reclamation (e.g., estimated losses due to theft of rejected parts and waste that
might be reclaimed, reporting thresholds, programs to reduce problem, including
costs)

* Marketing (e.g., estimated market share for selected products)

» Customer Fulfillment (e.g., delays in customer fulfillment, programs to reduce
problem, including costs, how much product replaced at zero cost?)

* Contracts (e.g., penalties for delays in delivery, costs of highly reliable suppliers,
programs to reduce problem, including costs)

* Insurance (e.g., theft-related coverages, premiums, claims, payments, programs to
reduce problem, including costs)

» Finance (review of financial report, e.g., U.S. vs. int'l sales by major product, line
items of financial report that would include theft losses, sensitivity of R&D funding
to margins, estimated market share for selected products)







Appendix B
MODELS OF THE INDIRECT COSTS OF THEFT

In this appendix, we present the underlying microeconomic models
that form the basis for our simulations of the indirect economic costs
borne by the victimized firm, the rest of the industry, and consumers
when high-tech hardware is stolen. We present results from
alternative economic models as well as a range of parameters so that
we can evaluate the sensitivity of conclusions to our assumptions.

For all our simulations, we assume that demand for the product is
given by a linear relationship between price and the quantities made
available to customers either through normal sales channels or
through gray or black market activities. Since we are interested in
computing the ratios of different categories of indirect costs, not the
absolute levels, these linearity approximations are reasonable. This
is especially true given that, in reality, total thefts represent a small
fraction of total output. Thus, demand is given by:

1) p=100-qgi—nti- Z(qj +nti)
j=1

where p is market price,
qi is the quantity sold by firm i
ti is the quantity of theft from firm i,
7 is the degree of demand displacement (between 0 and 1),
qj is the quantity sold by firm j,
tj is the quantity of theft from firm j, and
n represents the number of competitors.
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The degree of demand displacement reflects the degree to which
stolen property is viewed as being substitutable for product
purchased through normal channels. In this characterization, we are
not explicitly differentiating between consumers who acquire stolen
product and those who continue to make purchases from legitimate
sources only.

For our first set of simulations, we assume that the amount of theft
depends on the quantity of output sold as well as the firm’s
investment in security. In alternative models outlined below, we
explicitly model the behavior of thieves and derive alternative
relationships between theft and security investments. The quantity
of theft is given by:

@ &=

That is, the amount stolen, t,, increases with the quantity sold and is
inversely correlated with the units of security investments, s;. The
units of security represent different activities, such as increased use
of guards, asset production equipment, or inventory control
processes. All firms {n of them) are assumed to face identical
relationships.

Costs of production for firm i are given by:

3) Ci=m(qi + t) + s’ + 1miqi
where m represents the marginal cost of production,

si” represents the fixed cost of investing in security and
y represents the degree to which marginal costs of production

are increased due to security investments (varies between 0 and 1).

'We have also explored models in which we model separate consumer groups. Even
in cases where those purchasing stolen property through gray market channels at
lower prices would not have purchased hardware through normal channels (because,
for example, prices were too high), our general conclusions are not materially affected.
That is, the lost welfare (due to higher prices) suffered by traditional customers and
victimized firms is invariably greater than the benefits accruing to those acquiring
stolen property at lower prices.
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Equations (1) through (3) can be combined to obtain an expression
for firm profits given by:

@ 1, =100 - (g, - "V g, - m®) -5 - iqy

Firm i will act to maximize profit with respect to quantity and levels
of security. Using a standard Cournot model, we assume that the
firm will select optimal levels of output and security under the
assumption that the levels chosen by each of the n competitors
remain constant. Assuming n homogeneous competitors implies
that quantities and levels of security chosen will be the same for all
firms. This yields the following first-order conditions:

STl N Ty ) i
© /5qi+100— 2q1-277q/ ;_;(qﬁ ) Ve~ 1i=0
Si =

100 - m - m/si - 75
orgi = [ m - /s 7S%2+n)(1+77/5i)]

(6) 5H%Si = nq%z + m%z -2si—gi=0

This model was used to simulate market outcomes and relationships
between hardware losses and indirect costs, including investments
in security, lost sales to the firm and its competitors, and declines in
consumer welfare. Outcomes were compared for different
underlying assumptions concerning the marginal cost of
replacement (m), the degree of competition in the industry (n), the
degree to which sales are displaced by stolen product (1), and the
degree to which security investments increase the marginal cost of
production (p). Results from this simulation are provided in Table
B.1. The entries include simulated outcomes for quantities, price,
security investments, hardware thefts, and a measure of consumer
surplus given by

(7)  Csi = .5(n+1)(qi + nti)?

It is important to note that this expression includes the value of
stolen goods received by customers. To the extent that final
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customers are aware (or at least suspect) that these goods are stolen,
counting these stolen goods as contributing to social welfare may
understate the total losses associated with hardware theft.

In Table B.2, loss ratios are calculated showing the magnitude of
losses in comparison with direct measures of hardware losses. For
example, for the first row, the firm will lose 1.6 times the total
hardware cost (in terms of lost profits). From Table B.1, profit falls to
414.6 (from 625.0) following the theft of $134.0 of hardware valued at
replacement cost (m times quantity stolen). Consumer surplus falls
by over $80, primarily because prices rise to 78.1 from 75.

The entry under the heading “industry sales” represents the decline
in firm-level profits that stems from displaced sales due to thefts
from other firms in the industry. When n = 0 (there are no other
firms) or when there is no sales displacement, these losses are zero.
In contrast, when n = 4 and there is full sales displacement (the tenth
entry from the top), each firm suffers a total loss of 0.3 (as a fraction
of hardware losses). These losses are already included in total firm
loss ratios.

The last column represents the percentage of total industry losses
that is external—i.e., imposed on market participants other than the
firm directly suffering the initial hardware loss. External losses
include losses to consumers as well as those due to industry sales
displacement. In the reported simulations, these range from 11
percent to as high as 72 percent. In many scenarios, most of the
burden of theft is not incurred by the firm in the best position to
prevent theft through investments in security. Rather, it is borne by
consumers and other firms in the industry.

To further test the sensitivity of these results to alternative model
assumptions, we explored alternative model characterizations. In
general, our qualitative results were relatively invariant. For
example, we can assume that the activity of thieves is modeled as a
competitive fringe that is responsive to prevailing market prices.
That is, thieves will steal product as long as the marginal cost of
doing so is exceeded by the market price at which they can sell
(fence) the stolen goods. Say that the marginal cost of stealing from a
particular firm i is positively related to the quantity of goods
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sold, q; and inversely related to the firm’s investment in security, s;.
Specifically, assume that the marginal cost of theft is given by

8 MC(t) = siti/qi

Since thieves will steal up to the point where p = MC, we can derive a
new expression for theft:

(9 t = pgi/si

That is, theft will be a function of the total revenue of the firm, not
simply the units of output, as in the previous formulation.
Substituting the expression for theft into the demand function yields
a new expression for price:

(10) p = (100-qi - 2 qj)si/Si + Naqi +1]Siz qi/sil

j=1 j=1
Now, assume costs of production are given by:

(A1) Cj = m(q; + )+ 5" /25 + (1= )8, / 25
where m represents the marginal cost of production,

si?/25 represents the fixed cost of investing in security and
04 represents the degree to which marginal costs of

production are increased due to security investments
(varies between 0 and 1).

With substitution for t; and some rearranging, we get the following
expression for profit:

(100 —q; - ij )qi(s; —m)
IIi = j=1 —mq; - 5% /25 - (1 - y)s;q; / 25

[s; + ng; + nsiz q; / sjl

=1
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Taking the derivative with respect to q; yields the following first-
order condition:

(12) 8I1; / dq; = —n(s; — m)(100 — q; — Z q;)qi/ls; + nq; + siz q; /sj]2
j=1 j=1

+[(100 - 2q; - z q;)(s; —m)l/[s; + nq; + nsiE q; / s;l

j=1 j=1
—m-(1-7)s,/25=0

Recall that all firms are identical, which means that the sums of
industry q and industry s are (n+1)q; and (n+1)s;, respectively. Next,
taking the derivative with respect to s; yields the second condition for
maximizing profits:

(13) 8, / 8s; = —(s; — m)(100 — q;

‘2 q;)q: (1 + nz q; /si/[si tNq; + 71512 q; /s’

=1 =1 j=1

+100 - q; — Eqi)qi/[si +ng; + nSiE q; /sj]

j=1 j=1
-2y, /25— (1-17v)q; /25

These first-order conditions can be used to derive equilibrium levels
of prices, quantities produced, theft, profits, security costs, and
consumer surplus as a function of market parameters. Qualitatively,
the results for these simulations were similar to those reported in
Table B.1. In general, however, firms bear a higher portion of the
total cost of theft since they are less able to pass cost increases on to
consumers. This is because increases in prices will induce higher
theft rates. In general, consumer surplus losses were about half the
magnitude of those discussed earlier.

Finally, we demonstrate that theft from final consumers can have an
impact similar to that of theft directly from manufacturers. To
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illustrate, imagine that a single firm faces the following demand
curve:

(14y P=100-q
Costs are equal to mq where m represents marginal costs.
(15) II=(100-q)g-mq

Now, imagine that final consumers expect to lose t percent of q to
theft.

As a result, the implicit price of the good becomes p(1 + t) and
demand can now be expressed as

(16) (1+t)p=100-qorp=100-a/7 4

since firms earn revenue of p for goods sold, g, as well as for those
that are stolen.

Thus, the profit function becomes

_ (o0 - y _
a7 II [ 1+ tJ[q(l +t)]-(1+tmg
Maximizing profit with respect to q yields
I/ _ —2q— =
18) Aq ~100-2q—(1+Hm =0

This outcome is identical to that obtained via a t percent rise in the
marginal cost of production. In other words, the market outcome
and the incidence of theft are identical to those obtained when the
same degree of theft is experienced at the manufacturing source.
From the perspective of both the manufacturer and final consumer,
both outcomes are identical.



Appendix C
STATISTICAL ANALYSIS OF LOSS PATTERNS

In this appendix, we present the details of our econometric analysis
of direct losses. Our model related the reported theft loss (in natural
logarithms) to a set of explanatory variables, including the cost of
goods sold (in logarithms), the net income (as a percentage of rev-
enue), and the percentage of total revenues accounted for by sales of
workstations, semiconductors, hard drives, and cellular telephones.
The estimates are reported in Table C.1.

The model R-squared of .403 indicates that the included variables
explain about 40 percent of the variation in losses. The coefficient
estimate for the effect of the cost of goods sold demonstrates that ex-
pected losses expand nearly in direct proportion to the total volume
of wholesale value, all things held equal. The estimated effect of net
income is also positive and significant. The estimates indicate that
for a firm earning margins that are 20 percentage points higher than
those of another firm (as in the case of microprocessors versus hard
disk drives), expected losses would normally be 76 percent higher
(the coefficient of 3.844 times the margin difference of .20). Since
new, state-of-the-art products can have margins that are even
higher, the loss experience could be three or four times higher for
products that are in the greatest demand.

The estimates also indicate that high-end equipment is especially
vulnerable. Workstation producers suffer losses triple those of
lower-end PC producers, holding other factors constant. Hard drive
producers also suffer higher losses. Cellular phones and semicon-
ductor producers have lower theft rates. Other models that included
quarterly indicator variables indicate that seasonal effects are not
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pronounced when seasonal variation in revenues is controlled for.
Most systematic variations are due to typical fluctuations in sales and
net income, which have a seasonal pattern.

Table C.1

Statistical Analysis of Hardware Losses

Dependent variable: log (theft loss) Coefficient Standard Error
Independent variables:
Intercept 4.733** 2.009
log(cost of goods sold) 0.940* 0.238
Net income (percent of revenue) 3.844%* 1.921
Workstation revenues (percent of total) 1.957** 0.923
Hard drive revenues (percent of total) 1.674 0.933
Cellular phone revenues (percent of total) 0.573 2.091
Semiconductor revenues (percent of total) 0.463 0.834
R-Squared = .403
**Significant at 95%
*Significant at 99%

NOTE: Only 54 observations had complete information for this analysis. Only 30
percent of firms report losses for any given quarter. This reflects the low volume of
business for the small firms in the sample. In addition, market share measures were
difficult to obtain for many firms.
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