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The Big Bang !The Big Bang !
(or the birth of the Internet)(or the birth of the Internet)

by Leonard Kleinrock 1989by Leonard Kleinrock 1989
•• It was back in '67 that the clan agreed to meet.It was back in '67 that the clan agreed to meet.
•• The gangsters and the planners were a breed damned hard to beat.The gangsters and the planners were a breed damned hard to beat.
•• The goal we set was honest and the need was clear to all:The goal we set was honest and the need was clear to all:
•• Connect those big old mainframes and the minis, lest they fall.Connect those big old mainframes and the minis, lest they fall.

•• The spec was set quite rigid:  it must work without a hitchThe spec was set quite rigid:  it must work without a hitch
•• It should stand a single failure with an unattended switch.It should stand a single failure with an unattended switch.
•• We decided UCLA would be first node on the netWe decided UCLA would be first node on the net
•• As the best researchers out there, we would be the perfect bet. As the best researchers out there, we would be the perfect bet. 
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The Big Bang !The Big Bang !
•• I suspect you might be asking "What means FIRST node on the net?I suspect you might be asking "What means FIRST node on the net?""
•• Well frankly, it meant trouble, 'specially since no specs were sWell frankly, it meant trouble, 'specially since no specs were set.et.
•• For you see the interface between the nascent IMP and HOSTFor you see the interface between the nascent IMP and HOST
•• Was a confidential secret from us folks on the West coast.Was a confidential secret from us folks on the West coast.

•• BBN had promised that the IMP was running late.BBN had promised that the IMP was running late.
•• We welcomed any slippage in the deadly scheduled date.We welcomed any slippage in the deadly scheduled date.
•• But just ahead of Labor Day, it was plopped down at our gate!But just ahead of Labor Day, it was plopped down at our gate!
•• Those dirty rotten scoundrels sent the damned thing out air freiThose dirty rotten scoundrels sent the damned thing out air freight!ght!
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The Big Bang !The Big Bang !
•• As I recall that Tuesday, it makes me want to cry.As I recall that Tuesday, it makes me want to cry.
•• Everybody's brother came to blame the other guy!Everybody's brother came to blame the other guy!
•• Folks were there from ARPA, BBN and Honeywell.Folks were there from ARPA, BBN and Honeywell.
•• UCLA and ATT and all were scared as hell.UCLA and ATT and all were scared as hell.

•• We cautiously connected and the bits began to flow.We cautiously connected and the bits began to flow.
•• The pieces really functioned The pieces really functioned -- just why I still don't know.just why I still don't know.
•• Messages were moving pretty well by Wednesday morn.Messages were moving pretty well by Wednesday morn.
•• All the rest is history All the rest is history -- packet switching had been born!packet switching had been born!



 Leonard Kleinrock 2004 35th ANNIVERSARY
of the INTERNET @ UCLA

 Leonard Kleinrock 2004

1969 Was an Incredible Year!1969 Was an Incredible Year!
••The first man landed on the moonThe first man landed on the moon

Let’s Go Back to the BeginningLet’s Go Back to the Beginning

••The Woodstock Festival took placeThe Woodstock Festival took place

••The Mets won the World SeriesThe Mets won the World Series

••Charles Manson went on a killing spreeCharles Manson went on a killing spree

••The Internet was bornThe Internet was born and nobody noticed!!and nobody noticed!!
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•• 19631963 Kleinrock joins UCLA facultyKleinrock joins UCLA faculty
•• 19641964 Baran publishes reports “On Baran publishes reports “On 

Distributed Communications”Distributed Communications”
•• 19641964 11stst book on packet nets publishedbook on packet nets published

•• 19621962 JCR JCR LickliderLicklider 11stst Director of IPTO; Director of IPTO; 
gives his vision of a galactic networkgives his vision of a galactic network

•• 19581958 ARPA formed as a responseARPA formed as a response
•• 19591959--6262 A mathematical theory of packet A mathematical theory of packet 

networks is created at MIT by Kleinrock…networks is created at MIT by Kleinrock…

Before the Beginning!Before the Beginning!
•• 19571957 Sputnik launchedSputnik launched

•• 1961    1961    11stst paper on modern data networking paper on modern data networking 
•• 1962    1962    1st paper on packetization1st paper on packetization
•• 19621962 Paul Baran suggests transmission of Paul Baran suggests transmission of 

data using fixed size data using fixed size message blocksmessage blocks
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Information Flow in Large Communication Nets

Leonard Kleinrock May 31, 1961
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“…The nets under consideration consist of 
nodes, connected to each other by links.  The 
nodes receive, sort, store, and transmit
messages that enter and leave via the links….”

“The purpose of this thesis is to investigate the 
problems associated with information flow in 
large communication nets. ….”

Time lapse between initiation and reception

Channel capacity
Transient behavior and recovery time

Storage capacity size

Routing doctrine

Under what conditions 

does the net jam up?

Leonard Kleinrock
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•• Add key page of time slicing RLE reportAdd key page of time slicing RLE report

Leonard Kleinrock
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Kleinrock’sKleinrock’s 19611961--2 Dissertation2 Dissertation

•• Created a mathematical theory of data networksCreated a mathematical theory of data networks
•• Channel capacity limitedChannel capacity limited
•• Mean response time as key metricMean response time as key metric
•• Optimal assignment of channel capacityOptimal assignment of channel capacity
•• Choice of priority queueing disciplineChoice of priority queueing discipline
•• Concept of breaking messages into fixed size blocksConcept of breaking messages into fixed size blocks
•• Choice of routing procedureChoice of routing procedure
•• Design of topological structureDesign of topological structure

•• Developed underlying principles of data Developed underlying principles of data 
networks that are the basis of the Internetnetworks that are the basis of the Internet
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•• 19671967 Davies creates 1Davies creates 1--node NPL packet netnode NPL packet net
•• 19671967 Wes Clark suggests use of a miniWes Clark suggests use of a mini--

computer for network packet switchcomputer for network packet switch

•• 19651965 Doug Doug EnglebartEnglebart develops mouse and develops mouse and 
concepts of hypertextconcepts of hypertext

•• 1965       Larry Roberts and Tom 1965       Larry Roberts and Tom MarillMarill connect MIT connect MIT 
Lincoln Labs with SDC over a dialLincoln Labs with SDC over a dial--up lineup line

•• 1965    1965    Donald Davies coins the word “packet”Donald Davies coins the word “packet”
•• 19661966 Larry Roberts/Tom Larry Roberts/Tom MarillMarill publish first publish first 

paper on network experimentspaper on network experiments

Before the Beginning!Before the Beginning!

•• 19661966 Robert Taylor joins ARPA and brings Robert Taylor joins ARPA and brings 
Roberts there to develop ARPANETRoberts there to develop ARPANET
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Larry Roberts – Aug 1999 Packetcom

The First Packet Network 
Experiment - 1966
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•• 19671967

ARPA’sARPA’s reply:  reply:  
An offer you can’t refuse!An offer you can’t refuse!

Join a NETWORK!Join a NETWORK!

The Arpanet Beginning The Arpanet Beginning 

“So you want me to do research?“So you want me to do research?
Buy me a Big computer…Buy me a Big computer…
…with all the power everyone else has!”…with all the power everyone else has!”

ResearcherResearcher
ARPAARPA
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•• 19681968 Roberts publishes ARPANET planRoberts publishes ARPANET plan
•• 19681968 RFP for a network goes outRFP for a network goes out
•• 19681968 BBN wins the contract under the BBN wins the contract under the 

leadership of Frank Heart and the system leadership of Frank Heart and the system 
design of Robert Kahndesign of Robert Kahn

•• 19671967 ARPA gathers the “gang”ARPA gathers the “gang”

•• 19691969 8/29 BBN sends first switch to UCLA8/29 BBN sends first switch to UCLA
•• 19691969 9/2  First data moves from 9/2  First data moves from 

UCLA Host  to UCLA switchUCLA Host  to UCLA switch

•• 19681968 UCLA selected to be the first node UCLA selected to be the first node 
and serve as Network and serve as Network MsmntMsmnt CenterCenter

•• 19691969 (Jan(Jan--Aug) BBN & UCLA are Busy!Aug) BBN & UCLA are Busy!

UCLAUCLAIMPIMP

The Arpanet Beginning The Arpanet Beginning 

•• 19691969 UCLA puts out Press ReleaseUCLA puts out Press Release
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Larry Roberts – Aug 1999 Packetcom

ARPANET Program Plan 
June 3, 1968

1. Objectives – Develop Networking and 
Resource Sharing 

2. Technical Need – Linking Computers 
3. Military Need – Resource Sharing   -

Not Nuclear War 
4. Prior Work – MIT-SDC experiment 
5. Effect on ARPA – Link 17 Computer  

Research Centers, Network Research 
6. Plan - Develop IMP’s and start 12/69 
7. Cost – $3.4 M for 68-71 

In ARPA, the Program Plan is 
the master document describing 
a major program. This plan, 
which I wrote in 1968, had the 
following concepts:
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The BBN TeamThe BBN Team• Project team:
• 1 part-time manager,
• 1 communications expert, 
• 3 programmers, 
• 2 electrical engineers 

• Who were the players
• Frank Heart, 
• Bob Kahn,
• Will Crowther, 
• Dave Walden, 
• Bernie Cosell,
• Severo Ornstein,
• Ben Barker

• The Machine: 
• .5MHz, 
• 32K bytes  of memory, 
• half memory for program, 

and half memory for 
store and forward storage

• H516 computer was the size of a 
refrigerator

• 50kbs modem rack was the same size
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The UCLA Software TeamThe UCLA Software Team
••Steve Crocker, Team HeadSteve Crocker, Team Head

••VintVint CerfCerf

••Jon Jon PostelPostel

••Charley KlineCharley Kline

••Bill NaylorBill Naylor

••Mike Mike WingfieldWingfield (one(one--man hardware team)man hardware team)
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Page 2

My 1969 vision …

“As of now, computer networks are still in 
their infancy.  But as they grow up and 
become more sophisticated, we will probably 
see the spread of ‘computer utilities’ which, 
like present electric and telephone utilities, 
will service individual homes and offices 
across the country.”

Plug in From 
Anywhere
Always On

Ubiquitous

Web-based 
IP Services

July 3, 1969

Ucla
Press

Release
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What It Looked Like in 1969What It Looked Like in 1969

September 1969

The 
Interface 
Message 

Processor
IMP UCLAUCLA
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The 1969 IMPThe 1969 IMP
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What It Looked Like in 1969What It Looked Like in 1969

October 1969October 1969

UCLAUCLA

SRISRIThe First 
Link in 

the 
Internet 

Backbone
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We Decided to Keep a LogWe Decided to Keep a Log

Who had Who had 
the the forsightforsight
to do this?to do this?

 

Jon Postel
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An Important EntryAn Important Entry
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UCLAUCLA

SRISRI

First Message on 
the Internet 

- ever!

An Important EntryAn Important Entry
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But What WAS the First Message But What WAS the First Message 
Ever Sent on the Internet?Ever Sent on the Internet?

•• Was it “What hath God Wrought” Was it “What hath God Wrought” (Morse 1844)(Morse 1844)??
•• Or “Watson, come here. I want you.” Or “Watson, come here. I want you.” (Bell 1876)(Bell 1876)??
•• Or “One Giant Leap for Mankind” Or “One Giant Leap for Mankind” (Armstrong 1969)(Armstrong 1969)??
•• It was simply a It was simply a LOGLOGIN from the UCLA computer IN from the UCLA computer 

to the  SRI computer.to the  SRI computer.

YEP!YEP!
•• We sent an “O” We sent an “O” -- did you get the “O”?did you get the “O”? YEP!YEP!
•• We sent a “G” We sent a “G” -- did you get the “G”?did you get the “G”?

•• We sent an “L” We sent an “L” -- did you get the “L”?did you get the “L”?

UCLAUCLA

SRISRI
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But What WAS the First Message But What WAS the First Message 
Ever Sent on the Internet?Ever Sent on the Internet?

•• Was it “What hath God Wrought” Was it “What hath God Wrought” (Morse 1844)(Morse 1844)??
•• Or “Watson, come here. I want you.” Or “Watson, come here. I want you.” (Bell 1876)(Bell 1876)??
•• Or “One Giant Leap for Mankind” Or “One Giant Leap for Mankind” (Armstrong 1969)(Armstrong 1969)??
•• It was simply a It was simply a LOGLOGIN from the UCLA computer IN from the UCLA computer 

to the  SRI computer.to the  SRI computer.

YEP!YEP!
•• We sent an “O” We sent an “O” -- did you get the “O”?did you get the “O”? YEP!YEP!
•• We sent a “G” We sent a “G” -- did you get the “G”?did you get the “G”?

•• We sent an “L” We sent an “L” -- did you get the “L”?did you get the “L”?



 Leonard Kleinrock 2004 35th ANNIVERSARY
of the INTERNET @ UCLA

But What WAS the First Message But What WAS the First Message 
Ever Sent on the Internet?Ever Sent on the Internet?

•• Was it “What hath God Wrought” Was it “What hath God Wrought” (Morse 1844)(Morse 1844)??
•• Or “Watson, come here. I want you.” Or “Watson, come here. I want you.” (Bell 1876)(Bell 1876)??
•• Or “One Giant Leap for Mankind” Or “One Giant Leap for Mankind” (Armstrong 1969)(Armstrong 1969)??
•• It was simply a It was simply a LOGLOGIN from the UCLA computer IN from the UCLA computer 

to the  SRI computer.to the  SRI computer.

YEP!YEP!
•• We sent an “O” We sent an “O” -- did you get the “O”?did you get the “O”? YEP!YEP!
•• We sent a “G” We sent a “G” -- did you get the “G”?did you get the “G”?

•• We sent an “L” We sent an “L” -- did you get the “L”?did you get the “L”?



The Internet is Born !The Internet is Born !
At UCLA on October 29, 1969At UCLA on October 29, 1969
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What It Looked Like in 1969What It Looked Like in 1969

October 1969October 1969November 1969
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What It Looked Like in 1969What It Looked Like in 1969

November 1969December 1969

The job is to The job is to 
stress the net stress the net 
to its breaking to its breaking 
point!point!

UCLA serves UCLA serves 
the Network the Network 
Measurement Measurement 
CenterCenter
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•• 19691969 10/29 First Internet message10/29 First Internet message
•• 19691969 HowieHowie Frank assists topology designFrank assists topology design

Growth of the InternetGrowth of the Internet

•• 19691969 BBN releases Report 1822 specBBN releases Report 1822 spec
•• 19691969 Steve Crocker RFC #1 HostSteve Crocker RFC #1 Host--Host Host 

Protocol and the NWG Protocol and the NWG 

•• 19721972 First public demo of ARPANETFirst public demo of ARPANET
•• 19721972 Norm Abramson’ Norm Abramson’ AlohanetAlohanet connectedconnected

to ARPANET: packet radio netsto ARPANET: packet radio nets

•• 19701970 ARPANET spans US: UCLA <ARPANET spans US: UCLA <--> BBN> BBN
•• 19701970 Crocker and UCLA team release NCPCrocker and UCLA team release NCP
•• 1971 1971 BBN TIP BBN TIP -- direct terminal accessdirect terminal access
•• 19721972 Ray Tomlinson introduce net emailRay Tomlinson introduce net email
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Network Working Group                                   Steve Crocker 
Request for Comments: 1                                          UCLA 
                                                         7 April 1969 
 
                         Title:   Host Software 
                        Author:   Steve Crocker 
                          Installation:   UCLA 
                          Date:   7 April 1969 
             Network Working Group Request for Comment:   1 
 
CONTENTS 
 
INTRODUCTION 
 
  I. A Summary of the IMP Software 
 
     Messages 
 
     Links 
 
     IMP Transmission and Error Checking 
 
     Open Questions on the IMP Software 
 
 II. Some Requirements Upon the Host-to-Host Software 
 
     Simple Use 
 
     Deep Use 
 
     Error Checking 
 
III. The Host Software 
 
     Establishment of a Connection 
 
     High Volume Transmission 
 
     A Summary of Primitives 
 
     Error Checking 
 
     Closer Interaction 
 
     Open Questions 
 
 IV. Initial Experiments 
 
     Experiment One 
 
     Experiment Two 
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Aug 1971 ARPANETAug 1971 ARPANET
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Growth of the InternetGrowth of the Internet
•• 19721972 Bob Kahn introduces 4 rulesBob Kahn introduces 4 rules

for openfor open--networking architecture. networking architecture. 
1.1. Each distinct network had to Each distinct network had to stand on its ownstand on its own, and no , and no 

internal changes could be required of any such internal changes could be required of any such 
network before network before being connected to the Internet.being connected to the Internet.

2.2. Communications would be on a Communications would be on a bestbest--effort basiseffort basis. If a . If a 
packet didn’t make it to the final destination, it would packet didn’t make it to the final destination, it would 
quickly be retransmitted from the source.quickly be retransmitted from the source.

3.3. Black boxes (later called Black boxes (later called gateways and routersgateways and routers) would ) would 
be used to connect the networks. No information be used to connect the networks. No information 
would be retained by the gateways about individual would be retained by the gateways about individual 
flows of packets passing through them, keeping them flows of packets passing through them, keeping them 
simple and avoiding complicated adaptation and simple and avoiding complicated adaptation and 
recovery from various failure modes.recovery from various failure modes.

4.4. There would be There would be no global controlno global control at the operations at the operations 
level.level.
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•• 19731973 CerfCerf and Kahn design TCPand Kahn design TCP
Growth of the InternetGrowth of the Internet

•• 19731973 ARPA deploys SATNET ARPA deploys SATNET 
–– 11stst international connectioninternational connection

•• 19731973 Bob Metcalfe develops Ethernet ideaBob Metcalfe develops Ethernet idea

•• 19801980 CSNET is funded by NSF in response to aCSNET is funded by NSF in response to a
proposal by Larry proposal by Larry LandweberLandweber, , 
Dave Farber, Tony Hearn and Peter Dave Farber, Tony Hearn and Peter 
DenningDenning

•• 19741974 CerfCerf and Kahn publish TCP specificationand Kahn publish TCP specification
•• 19751975 ARPANET mgt transfers to DCAARPANET mgt transfers to DCA

•• 19811981 IBM introduces their first PCIBM introduces their first PC

•• 19781978 TCP splits into TCP and IP driven by TCP splits into TCP and IP driven by 
Danny Cohen, David Reed and John Danny Cohen, David Reed and John 
SchochSchoch to support realto support real--time traffictime traffic.  
This allows the creation of UDP. 
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March 1977 ARPANETMarch 1977 ARPANET
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Growth of the InternetGrowth of the Internet
•• 19831983 ARPANET standardizes on TCP/IPARPANET standardizes on TCP/IP
•• 19831983 DCA splits MILNET from ARPANETDCA splits MILNET from ARPANET
•• 19841984 DNS introduced: Paul DNS introduced: Paul MockapetrisMockapetris and and 

Jon Jon PostelPostel
•• 19861986 NSFNET at 56 Kbps for supercomputers; NSFNET at 56 Kbps for supercomputers; 

Dave Mills writes the initial software. Steve Dave Mills writes the initial software. Steve 
Wolff in charge.Wolff in charge.

•• 19881988 NSFNET upgraded to TNSFNET upgraded to T--1 backbone1 backbone
•• 19881988 Robert Morris unleashes 1Robert Morris unleashes 1stst Internet wormInternet worm
•• 19891989 UCLA celebrates 20UCLA celebrates 20thth anniversaryanniversary
•• 19901990 ARPANET replaced by NSFNET ARPANET replaced by NSFNET 
•• 19911991 Tim BernersTim Berners--Lee’s WWW made available Lee’s WWW made available 

on the Interneton the Internet

Aug 1987 Internet CoreAug 1987 Internet Core
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•• 19911991 NSF opens Internet to commercial useNSF opens Internet to commercial use
•• 19921992 Internet Society formed: Internet Society formed: CerfCerf at CNRIat CNRI
•• 19921992 NSFNET upgraded to TNSFNET upgraded to T--3 backbone3 backbone
•• 19931993 Marc Marc AndreesonAndreeson Mosaic browserMosaic browser

Growth of the InternetGrowth of the Internet

•• 19941994 Cantor & Siegel introduce spamCantor & Siegel introduce spam
•• 19941994 BBN celebrates 25BBN celebrates 25thth anniversaryanniversary
•• 19951995 dot.comdot.com boom starts with faith that a boom starts with faith that a 

“new economy” is beginning“new economy” is beginning
•• 19961996 Telecom Act deregulates data networksTelecom Act deregulates data networks
•• 19961996 More email than postal mail in USAMore email than postal mail in USA
•• 19971997 Internet2 consortium is establishedInternet2 consortium is established
•• 19971997 IEEE releases 802.11 (IEEE releases 802.11 (WiFiWiFi) standard ) standard 
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Spam !Spam !
•• It surfaced as a critical and widely publicized It surfaced as a critical and widely publicized 

event in April 1994 when two Arizonaevent in April 1994 when two Arizona--based based 
attorneys arguably became the two most attorneys arguably became the two most 
hated individuals in the history of the hated individuals in the history of the 
Internet. It was Lawrence Canter and Martha Internet. It was Lawrence Canter and Martha 
Siegel, the famous "green card lawyers" who Siegel, the famous "green card lawyers" who 
"spammed" the Internet. "spammed" the Internet. 
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The First The First 
Spam emailSpam email

•• From: Laurence Canter (From: Laurence Canter (nike@indirect.comnike@indirect.com))
Subject: Green Card LotterySubject: Green Card Lottery-- Final One?Final One?
Newsgroups: Newsgroups: alt.brotheralt.brother--jedjed, , alt.pub.coffeehouse.amethystalt.pub.coffeehouse.amethyst
View: Complete Thread (4 articles) | Original FormatView: Complete Thread (4 articles) | Original Format
Date: 1994Date: 1994--0404--12 00:40:42 PST12 00:40:42 PST

Green Card Lottery 1994 May Be The Last One!Green Card Lottery 1994 May Be The Last One!
THE DEADLINE HAS BEEN ANNOUNCED.THE DEADLINE HAS BEEN ANNOUNCED.

The Green Card Lottery is a completely legal program giving awayThe Green Card Lottery is a completely legal program giving away aa
certain annual allotment of Green Cards to persons born in certacertain annual allotment of Green Cards to persons born in certainin
countries. The lottery program was scheduled to continue on acountries. The lottery program was scheduled to continue on a
permanent basis.permanent basis. However, recently, Senator Alan J SimpsonHowever, recently, Senator Alan J Simpson
introduced a bill into the U. S. Congress which could end any fuintroduced a bill into the U. S. Congress which could end any futureture
lotteries. THE 1994 LOTTERY IS SCHEDULED TO TAKE PLACElotteries. THE 1994 LOTTERY IS SCHEDULED TO TAKE PLACE
SOON, BUT IT MAY BE THE VERY LAST ONE.SOON, BUT IT MAY BE THE VERY LAST ONE.

PERSONS BORN IN MOST COUNTRIES QUALIFY, MANY FORPERSONS BORN IN MOST COUNTRIES QUALIFY, MANY FOR
FIRST TIME.FIRST TIME.

The only countries NOT qualifyingThe only countries NOT qualifying are: Mexico; India; P.R. China;are: Mexico; India; P.R. China;
Taiwan, Philippines, North Korea, Canada, United Kingdom (exceptTaiwan, Philippines, North Korea, Canada, United Kingdom (except
Northern Ireland), Jamaica, Northern Ireland), Jamaica, DomicanDomican Republic, El Salvador andRepublic, El Salvador and
Vietnam.Vietnam.

Lottery registration will take place soon.Lottery registration will take place soon. 55,000 Green Cards will be55,000 Green Cards will be
given to those who register correctly.given to those who register correctly. NO JOB IS REQUIRED.NO JOB IS REQUIRED.

THERE IS A STRICT JUNE DEADLINE. THE TIME TO START ISTHERE IS A STRICT JUNE DEADLINE. THE TIME TO START IS
NOW!!NOW!!

For FREE information via Email, send request toFor FREE information via Email, send request to
cslaw@indirect.comcslaw@indirect.com

**********************************************************************************************************************************
Canter & Siegel, Immigration AttorneysCanter & Siegel, Immigration Attorneys
3333 E Camelback Road, Ste 250, Phoenix AZ3333 E Camelback Road, Ste 250, Phoenix AZ 8501885018 USAUSA
cslaw@indirect.comcslaw@indirect.com telephone (602)661telephone (602)661--39113911 Fax (602) 451Fax (602) 451--76177617
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•• There is a There is a dark sidedark side to the Internet that to the Internet that 
has developed over the past decade.  has developed over the past decade.  

•• The dark side includes The dark side includes 
•• spam, spam, 
•• invasion of privacy, invasion of privacy, 
•• pornography, pornography, 
•• pedophilia, pedophilia, 
•• denial of service, denial of service, 
•• worms, worms, 
•• viruses, viruses, 
•• destruction of property, destruction of property, 
•• identity fraudidentity fraud
•• and more and more 

Enter the Dark SideEnter the Dark Side
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Enablers for the Dark SideEnablers for the Dark Side
•• The Internet allows anyone to reach The Internet allows anyone to reach 

hundreds of millions of usershundreds of millions of users
•• easily, easily, 
•• quickly, quickly, 
•• at essentially no cost (in money or effort),at essentially no cost (in money or effort),
•• anonymouslyanonymously

•• This is a perfect formula for enabling the This is a perfect formula for enabling the 
dark side of the Internet. dark side of the Internet. 
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Source:  Bill Cheswick
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URL’s Should Make SenseURL’s Should Make Sense
•• http://www…….http://www…….
•• The arcane language of the nerdsThe arcane language of the nerds
•• http://lw15fd.law15.hotmail.msn.com/caihttp://lw15fd.law15.hotmail.msn.com/cai--

bin/sbox?curmbox=F000000001&a=f387bdbf8e23bin/sbox?curmbox=F000000001&a=f387bdbf8e23
1350e4a9e38740d2c99e&f=33792&t=2AAAAAAAD1350e4a9e38740d2c99e&f=33792&t=2AAAAAAAD
JkhwAHUCjjxnE6rKyMbyz92NJkhwAHUCjjxnE6rKyMbyz92NqU4By6cj3eAF21ruqU4By6cj3eAF21ru
aEq9DQ%24%24&p=AAAAAAAAAIVTgkE1JLSazjaEq9DQ%24%24&p=AAAAAAAAAIVTgkE1JLSazj
VtkLIVgDdWBr%2aHRlzsKzfkRARfe6F2wCyCTe7VtkLIVgDdWBr%2aHRlzsKzfkRARfe6F2wCyCTe7
poCDOIXOCcj8cj8cRzesJX%21Wpe8RUFTImuMMpoCDOIXOCcj8cj8cRzesJX%21Wpe8RUFTImuMM
BtvboPWLSqnjwyCnYiCYpNISMb2h1LLzPF7VKgBtvboPWLSqnjwyCnYiCYpNISMb2h1LLzPF7VKg
LqI6AnegCKaBIPIjXeN3o9oDzgF5YdH&utf8=0 LqI6AnegCKaBIPIjXeN3o9oDzgF5YdH&utf8=0 
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•• 19981998 BlogsBlogs begin to appearbegin to appear
•• 19981998 VOIP equipment begins rolling outVOIP equipment begins rolling out
•• 19991999 UCLA celebrates 30UCLA celebrates 30thth anniversaryanniversary

•• 19971997 LeinerLeiner, et al publish “The Past and Future , et al publish “The Past and Future 
History of the Internet”History of the Internet”

•• 20002000 dot.comdot.com bubble begins to burstbubble begins to burst
•• 20012001 Napster forced to suspend serviceNapster forced to suspend service
•• 20032003 Flash mobs gain popularityFlash mobs gain popularity
•• 20032003 World Summit on the Information Society World Summit on the Information Society 

(WSIS) convenes first meeting in Geneva(WSIS) convenes first meeting in Geneva
•• NowNow What do the maps look like at this point?What do the maps look like at this point?

•• 19991999 Napster rolls outNapster rolls out

•• 20042004 UCLA celebrates 35UCLA celebrates 35thth anniversaryanniversary

Growth of the InternetGrowth of the Internet

nets
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The Internet Router NetworkThe Internet Router Network
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International Web CacheInternational Web Cache
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Well … 
Yes and No !

Did you see 
this coming?

The Press Me

Remember
my 1969 Vision
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So What Was So What Was 
My Internet Vision?My Internet Vision?

•• The Internet technology will be everywhereThe Internet technology will be everywhere
•• Always accessibleAlways accessible
•• Always onAlways on
•• Anyone can plug in any device anywhereAnyone can plug in any device anywhere
•• InvisibleInvisible
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Anyone can plug in any device anywhereAnyone can plug in any device anywhere

The Internet              Got it RightThe Internet              Got it Right

The Internet technology will be everywhereThe Internet technology will be everywhereYep
Yep
Yep

Nope

AlmostAlmost

Nope

Always accessibleAlways accessible

Always onAlways on

InvisibleInvisible
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Today’s Internet Realities:  Today’s Internet Realities:  
•• No one controls itNo one controls it
•• No one can turn it offNo one can turn it off
•• It serves everyoneIt serves everyone
•• In many ways, it is an In many ways, it is an ““openopen”” networknetwork
•• It provides a means to share works and ideasIt provides a means to share works and ideas
•• It is diversifyingIt is diversifying
•• It is not centralizingIt is not centralizing
•• It is owned by no oneIt is owned by no one
•• It is always turned on It is always turned on 
•• It is empoweringIt is empowering
•• It is a publishing machineIt is a publishing machine
•• It offers a means of self expressionIt offers a means of self expression
•• It is an innovation machineIt is an innovation machine
•• It is a marketplace of ideas, services, applications, It is a marketplace of ideas, services, applications, 

and goodsand goods
•• It connects communities of interestIt connects communities of interest

..The GoodThe Good
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Today’s Internet Realities:  Today’s Internet Realities:  
•• It invades our privacyIt invades our privacy
•• It is capable of watching and tracking our behaviorIt is capable of watching and tracking our behavior
•• It frustrates us with delaysIt frustrates us with delays
•• It drowns us in junkIt drowns us in junk
•• It does not obey the laws of all countriesIt does not obey the laws of all countries
•• It is a massive source of spamIt is a massive source of spam
•• It contains pornographyIt contains pornography
•• It spawns annoying and/or destructive viruses and It spawns annoying and/or destructive viruses and 

wormsworms
•• It supports denial of service attacksIt supports denial of service attacks
•• It has developed into fences of proprietary It has developed into fences of proprietary 

products, services and informationproducts, services and information
•• Its user interfaces are frustratingIts user interfaces are frustrating

..The BadThe Bad
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